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논리적인 가상 게이트웨이를 만들어 기존에 사용하고 있는 게이트웨이가 장애가 발생되면 , 대기하고 있는 다른 라우터가 게이트웨이를 수행
안정적인 네트워크 환경 구축

평상시 

장애 발생시 

Hot Standby Router Protocol
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CORE1



L3 스위치는 동일한 VLAN 포트간에 스위칭기능을 제공하고 서로다른 VLAN 포트간에는 라우팅 기능을 제공  
VLAN 간의 라우팅을 위해서는 L3 스위치가 효과적

DSW1 DSW2

ASW1 ASW2 ASW4ASW3

CORE2 CORE3

HQ_Router

게이트 웨이 
VLAN 11 
VLAN 12
VLAN 13
VLAN 14

VLAN 11` VLAN 12` VLAN 13` VLAN 14`

L3 스위치 각  VLAN 에 대한 게이트웨이 설정

PC(VLAN 11) 에서 게이트웨이 (VLAN11) Ping Test

Switch Virtual Interface



NTP 동기화 현황

Network Time Protocol

NTP Server

NETWORK

Client

(IP : 30.1.100.1)

Clock Request

Clock Ack



Dynamic Host Configuration Protocol

DHCP Server

NETWORK

Client
DHCP Discover

DHCP Request

DHCP Offer

DHCP Ack

(IP : 30.1.100.1)

DNS 서버 : 168.126.63.1

DHCP 메시지수신 횟수 증가



Dynamic Host Configuration Protocol

DHCP Server

NETWORK

Client
DHCP Discover

DHCP Request

DHCP Offer

DHCP Ack

(IP : 30.1.100.1)

DNS 서버 : 168.126.63.1

DHCP Pool 에 있는 IP 범위에 따라
IP 가 호스트에게 자동 할당됨



Syslog
Server

30.1.14.101/24



인터넷을 사용하기 위해 내부에서 외부로 나가는 트래픽 경로 구성
본사와 지사간에 논리적인 연결 (Tunnel) 이 가능

Interne
t

OSPF Area 0

HQ_Router

BB

B_Router IDC_Router

EIGRP 100

EIGRP 100 EIGRP 100

지사에서 확인한 Routing Table 

외부로 나가는 경로와 본사와 서버간에 Tunnel123 으로 
논리적인 연결 확립 

Open Shortest Path First



Dynamic Multipoint VPN

주요 기술 : NHRP / MGRE
 - Next Hop Tunnel IP 에 목적지의 공인 IP 를 Mapping
 - Hub Router 에서  NHRP DB( 각 지사의 IP) 를 관리
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EIGRP 100

B_Router IDC_Router

HQ_Router

BB

EIGRP 100

Routing Table EIGRP Neighbor

NHRP Table



Internet

OSPF Area 0

EIGRP 100

B_Router IDC_Router

HQ_Router

BB

EIGRP 100

Dynamic Multipoint VPN

MGRE + NHRP 설정
- Tunnel Name  : tunnel 123
- Hub Router     : HQ(150.16.1.1)
- Spoke router  : B(150.16.1.2)  

          IDC(150.16.1.3)

본사 PC → 지사 PC 본사 PC → 센터 PC



Internet

OSPF Area 0

EIGRP 100

B_Router IDC_Router

HQ_Router

BB

EIGRP 100

Dynamic Multipoint VPN

MGRE + NHRP 설정
- Tunnel Name  : tunnel 123
- Hub Router     : HQ(150.16.1.1)
- Spoke router  : B(150.16.1.2)  

          IDC(150.16.1.3)

센터 PC → 지사 PC NHRP Table



외부로 Ping 을 
보냈을 때

암호화 / 복호화 통계 
수치 상승 확인

Internet Protocol Security

L2 IP IPSec IP TCP DATA

보안
( 암호화 + 인증 + 변조방지 )

공인 IP 사설 IP



B_Router
IDC_Router

공격자
BBPC WEB

내부에서 외부로 나가는 세션을 검사하여 , 그 세션에 대한 응답 패켓을 수신하기 위한 임시 통로를 만들어 TCP, UDP, ICMP 를 허용

ICMP 에 대한 통로가열렸는지 확인 ICMP 에 대한 통로가열렸는지 확인 

TCP 에 대한 통로가열렸는지 확인 TCP 에 대한 통로가열렸는지 확인 

UDP 에 대한 통로가열렸는지 확인 UDP 에 대한 통로가열렸는지 확인 

다양한 필터링을 이용한 DOS 공격 방지와 침입 탐지가 가능 하기 때문에 방화벽 구성으로 가장 뛰어난 보안 솔루션임

Context-Based Access Control



B_Router
IDC_Router

공격자
BBPC WEB

본사와 지사간에 Telnet, Ping Test, 라우팅 업데이트 , TACCAS 등 중요한 정보만 허용케 하고 나머지는 모두 차단
CBAC 을 단독적으로 사용할경우 모든 트래픽이 허용 되므로 ACL 과 같이 사용

지사 IDC

Telnet

지사 pc(vlan 11) 에서 본사로 Telnet 접속 외부에서 본사로 Telnet 접속

지사 pc(vlan 11) 에서 본사로 Ping Test 외부에서 본사로 Ping Test 

Access-List



Internet

지사 B_Router
121.160.1.22/24

지사 B자택 / 이동 근무자
 20.1.11.103/24( 지사 B 내부 IP 할당 )

지사 B_PC
VLAN 11

20.1.11.0/24

EZVPN / IPSec

F0/1자택 / 이동 근무자할당  IP 대역대

* RRI 기능자택 / 이동 근무자에게 Packet전송가능토록 정적경로 자동 생성

EZVPN over IPSec

EZVPN Client 설정 시 name

Easy VPN
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Internet

지사 B_Router
121.160.1.22/24

지사 B자택 / 이동 근무자
 20.1.11.103/24( 지사 B 내부 IP 할당 )

지사 B_PC
VLAN 11

20.1.11.0/24

EZVPN / IPSec

F0/1

Easy VPN



IDC_Router
F0/0.14

30.1.14.254/24

Tacacs+ Server
(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)

Access Control Server

Authentication Authorization Accounting



IDC_Router
F0/0.14

30.1.14.254/24

Tacacs+ Server
(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)

Access Control Server

Authentication Authorization Accounting



IDC_Router
F0/0.14

30.1.14.254/24

Tacacs+ Server
(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)

구분 계정 명령어 제한
주 - 관리자 admin 모든 명령어 가능
부 - 관리자 user1 Reload, copy, erase, delete 제외한 모든 명령어 가능
신입 직원 user2 show ip route, show ip int brief, show version 만 가능

Access Control Server

Authentication Authorization Accounting



IDC_Router
F0/0.14

30.1.14.254/24

Tacacs+ Server
(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)

Access Control Server

Authentication Authorization Accounting



Access Control Server

Authentication Authorization Accounting



Access Control Server

Authentication Authorization Accounting



Tacacs+
Server

Access Control Server

Authentication Authorization Accounting



Access Control Server

Authentication Authorization Accounting



Access Control Server

Authentication Authorization Accounting





상세구간 장비 Interface Channel
Group 네트워크 IP Address VLAN 비고

HQ_Router Router
F0/1 - 121.160.1.16/30 121.160.1.17 - 공중망

F0/0 - 10.1.1.0/28 10.1.1.1 -

HQ_Core1 L2 SW

F0/10 - - - -

F0/1, F0/3 5 - - -

F0/2, F0/4 6 - - -

HQ_Core2 L3 SW

F0/1, F0/3 5 10.1.1.0/28 10.1.1.2 -

F0/19-20 4 - - -

F0/21-22 1 - - -

SVI - 10.1.11.0/24 10.1.11.100 11

SVI - 10.1.12.0/24 10.1.12.100 12

SVI - 10.1.13.0/24 10.1.13.100 13

SVI - 10.1.14.0/24 10.1.14.100 14

HQ_Core3 L3 SW

F0/2, F0/4 6 10.1.1.0/28 10.1.1.3 -

F0/21-22 1 - - -

F0/23-24 2 - - -

SVI - 10.1.11.0/24 10.1.11.200 11

SVI - 10.1.12.0/24 10.1.12.200 12

SVI - 10.1.13.0/24 10.1.13.300 13

SVI - 10.1.14.0/24 10.1.14.400 14

HQ_DSW1 L2 SW

F0/1-2. F0/4-
5 - - - -

F0/21-22 3 - - -

F0/23-24 4 - - -



상세구간 장비 Interface Channel
Group 네트워크 IP Address VLAN 비고

HQ_DSW2 L2 SW

F0/1-2
F0/4-5 - - - -

F0/21-22 3 - - -

F0/23-24 2 - - -

HQ_ASW1 L2 SW
F0/1-2- - - - -

F0/10 User 1

HQ_ASW2 L2 SW F0/1-2- - - - -

F0/10 User 2

HQ_ASW3 L2 SW F0/1-2- - - - -

F0/10 User 3

HQ_ASW4 L2 SW F0/1-2- - - - -

F0/10 User 4

User 1 PC - - 10.1.11.0/24 10.1.11.1 11 G.W 10.1.11.254

User 2 PC - - 10.1.12.0/24 10.1.12.1 12 G.W 10.1.12.254

User 3 PC - - 10.1.13.0/24 10.1.13.1 13 G.W 10.1.13.254

User 4 PC - - 10.1.14.0/24 10.1.14.1 14 G.W 10.1.14.254

Virtual Router HSRP -

10.1.11.0/24
10.1.12.0/24
10.1.13.0/24
10.1.14.0/24

10.1.11.254
10.1.12.254
10.1.13.254
10.1.14.254

11
12
13
14

Core 2-3



상세구간 장비 Interface Channel 
Group 네트워크 IP Address VLAN 비고

B_Router Router
F0/1 - 121.160.1.20/30 121.160.1.22 - 공중망

F0/0 - 20.1.1.0/28 20.1.1.1 -

B_Core L2 SW

F0/10 - - - -

F0/11-12 12 - - -

F0/15-16 23 - - -

B_ASW1 L2 SW

F0/1 - - - - User 1

F0/11-12 12 - -

F0/13-14 13 - -

B_ASW2 L2 SW

F0/2 - - - -

F0/13-14 13 - -

F0/15-16 23 - -

User 1 PC - - 20.1.11.0/24 20.1.11.1 11 G.W 20.1.11.254

User 2 PC - - 20.1.12.0/24 20.1.12.1 12 G.W 20.1.12.254

User 3 PC - - 20.1.13.0/24 20.1.13.1 13 G.W 20.1.13.254

User 4 PC - - 20.1.14.0/24 20.1.14.1 14 G.W 20.1.14.254



Internet Data Center

상세구간 장비 Interface Channel
Group 네트워크 IP Address VLAN 비고

IDC_Router Router

F0/1 -
121.160.1.36/30 121.160.1.37 - 공중망

150.16.1.0/24 150.16.1.3 - Tunnel 123

F0/0.11 - 30.1.11.0/24 30.1.11.254 - VLAN 11 G.W

F0/0.12 - 30.1.12.0/24 30.1.12.254 - VLAN 12 G.W

F0/0.13 - 30.1.13.0/24 30.1.13.254 - VLAN 13 G.W

F0/0.14 - 30.1.14.0/24 30.1.14.254 - VLAN 14 G.W

IDC_Core L2 SW

F0/20 - - - -

F0/11-12 12 - - -

F0/15-16 23 - - -

IDC_ASW1 L2 SW

F0/1 - - - - User 1

F0/11-12 12

F0/13-14 13

IDC_ASW2 L2 SW

F0/2 - - - - User 4

F0/13-14 13

F0/15-16 23



Internet Data Center

상세구간 장비 Interface Channel
Group 네트워크 IP Address VLAN 비고

User 1 PC 30.1.11.0/24 30.1.11.1 11 G.W 30.1.11.254

User 2 PC 30.1.12.0/24 30.1.12.1 12 G.W 30.1.12.254

User 3 PC 30.1.13.0/24 30.1.13.1 13 G.W 30.1.13.254

User 4 PC 30.1.14.0/24 10.1.14.1 14 G.W 30.1.14.254

NTP Server

Router

Lo 0 200.200.3.0./24 200.200.3.1

DHCP Server F0/1 30.1.100.0/24 30.1.100.1 100 G.W 30.1.100.254

SYSLOG
Server

VMware

F0/2 30.1.14.0/24 30.1.14.101 14 G.W 30.1.14.254

TACACS+
Server F0/2 30.1.14.0/24 30.1.14.101 14 G.W 30.1.14.254



HQ_Router 

Current configuration : 2465 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname HQ_Router
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$SkUX$lRE1yxXRdxFkkQgqGY6Jp/
!
clock timezone KOREA 9
no aaa new-model
ip subnet-zero
ip cef
!
!
no ip domain lookup
!
ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
! 
crypto isakmp policy 10
 encr 3des
 hash md5
 authentication pre-share
 group 2
crypto isakmp key cisco address 0.0.0.0 0.0.0.0

crypto ipsec transform-set CISCO esp-3des esp-md5-hmac 
!
crypto ipsec profile DMVPN
 set transform-set CISCO 
!
!
crypto dynamic-map easyVPN 10
 set transform-set CISCO 
 reverse-route
!
!
crypto map EZVPN 10 ipsec-isakmp dynamic easyVPN 
!
!
!
interface Tunnel123
 ip address 150.16.1.1 255.255.255.0
 no ip redirects
 no ip next-hop-self eigrp 100
 ip nhrp authentication cisco
 ip nhrp map multicast dynamic
 ip nhrp network-id 123
 no ip split-horizon eigrp 100
 tunnel source FastEthernet0/1
 tunnel mode gre multipoint
 tunnel key 123
 tunnel protection ipsec profile DMVPN
!
interface FastEthernet0/0
 ip address 10.1.1.1 255.255.255.0
 ip nat inside
 duplex auto
 speed auto

02 Configuration_HQ



HQ_Router 

!
interface FastEthernet0/1
 ip address 121.160.1.17 255.255.255.252
 ip access-group IN_Traffic in
 ip nat outside
 ip inspect CISCO out
 duplex auto
 speed auto
!
router eigrp 100
 redistribute static
 redistribute ospf 1 metric 1544 2000 255 1 1500
 network 10.1.1.0 0.0.0.255
 network 150.16.1.1 0.0.0.0
 no auto-summary
!
router eigrp 10
 auto-summary
!
router ospf 1
 router-id 13.1.1.1
 log-adjacency-changes
 network 121.160.1.17 0.0.0.0 area 0
!
ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server
no ip http secure-server
ip classless
!
!
!         
ip access-list extended IN_Traffic
 permit eigrp any any

 permit ospf any any
 permit gre any any
 permit esp any any
 permit udp any any eq isakmp
 permit udp any eq ntp any eq ntp
 permit udp any eq syslog any eq syslog
 permit tcp any eq telnet any eq telnet
 permit tcp any eq tacacs any eq tacacs
 deny   ip any any
logging facility local1
logging source-interface Tunnel123
logging 30.1.14.101
access-list 10 permit 10.1.0.0 0.0.255.255
!
!
!
!
!
!
line con 0
 exec-timeout 0 0
 logging synchronous
line aux 0
line vty 0 4
 password ciscovty
 login
!
ntp clock-period 17179599
ntp server 30.1.100.1
!
end

02 Configuration_HQ



HQ_CORE2

Current configuration : 3789 bytes
!
version 12.2
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname HQ_CORE2
!
enable secret 5 $1$CwCj$kfhszneS6WdKJwMnBfY/v1
!
no aaa new-model
clock timezone KOREA 9
ip subnet-zero
ip routing
no ip domain-lookup
!
!
!
!
!         
no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
interface Tunnel123
 no ip address
!

interface Port-channel1
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface Port-channel4
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/1
 no switchport
 ip address 10.1.1.2 255.255.255.0
 channel-protocol lacp
!
interface FastEthernet0/21
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!
interface FastEthernet0/22
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!         
interface FastEthernet0/23
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 4 mode active
!
!

02 Configuration_HQ



HQ_CORE2

interface FastEthernet0/24
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 4 mode active
!
interface Vlan1
 ip address 192.168.1.2 255.255.255.0
!
interface Vlan11
 ip address 10.1.11.100 255.255.255.0
 ip helper-address 30.1.100.1
 standby 1 ip 10.1.11.254
 standby 1 priority 120
 standby 1 preempt
!
interface Vlan12
 ip address 10.1.12.100 255.255.255.0
 ip helper-address 30.1.100.1
 standby 2 ip 10.1.12.254
 standby 2 priority 120
 standby 2 preempt
!
interface Vlan13
 ip address 10.1.13.100 255.255.255.0
 ip helper-address 30.1.100.1
 standby 3 ip 10.1.13.254
 standby 3 preempt
!
interface Vlan14
 ip address 10.1.14.100 255.255.255.0
 ip helper-address 30.1.100.1

 standby 4 ip 10.1.14.254
 standby 4 preempt
!
router eigrp 100
 network 10.1.0.0 0.0.255.255
 network 192.168.1.0
 no auto-summary
!
ip classless
ip http server
ip http secure-server
!
logging facility local2
logging source-interface Tunnel123
logging 30.1.14.101
!
control-plane
!
!
line con 0
 exec-timeout 0 0
 logging synchronous
line vty 0 4
 password ciscovty
 login
line vty 5 15
 no login
!
ntp clock-period 17180155
ntp server 30.1.100.1
end

02 Configuration_HQ



HQ_DSW1

Current configuration : 5948 bytes
!
! Last configuration change at 12:58:19 KOREA Thu Apr 7 2016
! NVRAM config last updated at 13:11:47 KOREA Thu Apr 7 2016
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname HQ_ASW1
!
enable secret 5 $1$Ka.c$OHi0pfYyK5Pa/iQj3DyRB1
!
no aaa new-model
clock timezone KOREA 9
ip subnet-zero
no ip domain-lookup
!
!
!
crypto pki trustpoint TP-self-signed-3978664192
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3978664192
 revocation-check none
 rsakeypair TP-self-signed-3978664192
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending

interface Tunnel123
 no ip address
!
interface FastEthernet0/1
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/2
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/10
 switchport access vlan 11
 switchport mode access
 spanning-tree portfast
!
interface Vlan1
 ip address 192.168.1.6 255.255.255.0
!
ip default-gateway 192.168.1.2
ip classless
ip http server
ip http secure-server
!
!         
logging facility local4
logging source-interface Tunnel123
logging 30.1.14.101
!
control-plane
!
!

02 Configuration_HQ
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line con 0
 exec-timeout 0 0
 logging synchronous
line vty 0 4
 password ciscovty
 login
line vty 5 15
 password ciscovty
 login
!
ntp clock-period 17180198
ntp server 30.1.100.1
ntp server 168.126.63.1
end

02 Configuration_HQ



HQ_ASW1

Current configuration : 5948 bytes
!
! Last configuration change at 12:58:19 KOREA Thu Apr 7 2016
! NVRAM config last updated at 13:11:47 KOREA Thu Apr 7 2016
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname HQ_ASW1
!
enable secret 5 $1$Ka.c$OHi0pfYyK5Pa/iQj3DyRB1
!
no aaa new-model
clock timezone KOREA 9
ip subnet-zero
no ip domain-lookup
!
!
!
crypto pki trustpoint TP-self-signed-3978664192
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3978664192
 revocation-check none
 rsakeypair TP-self-signed-3978664192
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending

interface Tunnel123
 no ip address
!
interface FastEthernet0/1
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/2
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/10
 switchport access vlan 11
 switchport mode access
 spanning-tree portfast
!
!
interface Vlan1
 ip address 192.168.1.6 255.255.255.0
!
ip default-gateway 192.168.1.2
ip classless
ip http server
ip http secure-server
!
!         
logging facility local4
logging source-interface Tunnel123
logging 30.1.14.101
!
control-plane
!

02 Configuration_HQ
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line con 0
 exec-timeout 0 0
 logging synchronous
line vty 0 4
 password ciscovty
 login
line vty 5 15
 password ciscovty
 login
!
ntp clock-period 17180198
ntp server 30.1.100.1
ntp server 168.126.63.1
end

02 Configuration_HQ



B_Router
Current configuration : 4636 bytes
!
! Last configuration change at 04:56:36 UTC Fri Apr 8 2016 by 
admin
! NVRAM config last updated at 06:59:46 UTC Thu Apr 7 2016
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname B_Router
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$aPYr$3hctZzRRRiirQ9dsRrKF7/
!
no network-clock-participate slot 1 
no network-clock-participate wic 0 
aaa new-model
!
!
aaa authentication login EZVPN_Client local
aaa authentication login VTY group tacacs+ local
aaa authentication login CON local
aaa authorization exec default group tacacs+ local 
aaa authorization commands 1 default group tacacs+ if-
authenticated 
aaa authorization commands 15 default group tacacs+ if-
authenticated 
aaa authorization network EZVPN_Group local 
aaa accounting exec default start-stop group tacacs+
aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+

aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
aaa session-id common
ip subnet-zero
ip cef
!
!
no ip domain lookup
!
ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
!         
!
!
!
username admin privilege 15 password 0 cisco
!
!
! 
crypto isakmp policy 10
 encr 3des
 hash md5
 authentication pre-share
 group 2
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
!         
crypto isakmp client configuration group EZ_Group
 key cisco1234
 pool EZ_POOL
 acl 113
!
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crypto ipsec transform-set CISCO esp-3des esp-md5-hmac 
!
crypto ipsec profile DMVPN
 set transform-set CISCO 
!
!
crypto dynamic-map EasyVPN 10
 set transform-set CISCO 
 reverse-route
!
!
crypto map IPSEC client authentication list EZVPN_Client
crypto map IPSEC isakmp authorization list EZVPN_Group
crypto map IPSEC client configuration address respond
crypto map IPSEC 30 ipsec-isakmp dynamic EasyVPN 
!
!
!
!
interface Loopback0
 no ip address
!
interface Tunnel123
 ip address 150.16.1.2 255.255.255.0
 no ip redirects
 ip nhrp authentication cisco
 ip nhrp map multicast 121.160.1.17
 ip nhrp map 150.16.1.1 121.160.1.17
 ip nhrp network-id 123
 ip nhrp nhs 150.16.1.1
 tunnel source FastEthernet0/1
 tunnel mode gre multipoint

 tunnel key 123
 tunnel protection ipsec profile DMVPN
!
interface FastEthernet0/0.1
 encapsulation dot1Q 1 native
 ip address 192.168.2.254 255.255.255.0
!
interface FastEthernet0/0.11
 encapsulation dot1Q 11
 ip address 20.1.11.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
interface FastEthernet0/0.12
 encapsulation dot1Q 12
 ip address 20.1.12.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
interface FastEthernet0/0.13
 encapsulation dot1Q 13
 ip address 20.1.13.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
interface FastEthernet0/0.14
 encapsulation dot1Q 14
 ip address 20.1.14.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
!
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interface FastEthernet0/1
 ip address 121.160.1.22 255.255.255.252
 ip access-group IN_Traffic in
 ip nat outside
 ip inspect CISCO out
 duplex auto
 speed auto
 crypto map IPSEC
!
router eigrp 100
 network 20.1.11.0 0.0.0.255
 network 20.1.12.0 0.0.0.255
 network 20.1.13.0 0.0.0.255
 network 20.1.14.0 0.0.0.255
 network 150.16.1.2 0.0.0.0
 no auto-summary
!
router ospf 1
 router-id 14.1.1.1
 log-adjacency-changes
 network 121.160.1.22 0.0.0.0 area 0
!
ip local pool EZ_POOL 20.1.11.100 20.1.11.200
ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server
no ip http secure-server
ip classless
!
ip access-list extended IN_Traffic
 permit eigrp any any
 permit ospf any any
 permit gre any any

permit tcp any eq tacacs any eq tacacs
 permit udp any any eq isakmp
 permit udp any eq ntp any eq ntp
 permit esp any any
 permit udp any eq syslog any eq syslog
 permit tcp any eq telnet any eq telnet
 deny   ip any any
logging facility local1
logging source-interface Tunnel123
logging 30.1.14.101
access-list 10 permit 20.1.11.0 0.0.0.255
access-list 10 permit 20.1.12.0 0.0.0.255
access-list 10 permit 20.1.13.0 0.0.0.255
access-list 10 permit 20.1.14.0 0.0.0.255
access-list 113 permit ip 20.1.11.0 0.0.0.255 any
!
tacacs-server host 30.1.14.101 key cisco1234
tacacs-server directed-request
!
line con 0
 exec-timeout 0 0
 logging synchronous
 login authentication CON
line aux 0
line vty 0 4
 password ciscovty
 login authentication VTY
!
ntp clock-period 17207713
ntp server 30.1.100.1
!
end

02 Configuration_Branch



B_DSW

Current configuration : 2915 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname B_DSW
!
enable secret 5 $1$yoiJ$p84mqxg2ijAikE.n4zj660
!
no aaa new-model
ip subnet-zero
no ip domain-lookup
!
!
!
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
interface Tunnel123
 no ip address
!
interface Port-channel1
 switchport trunk encapsulation dot1q
 switchport mode trunk

interface Port-channel2
 switchport trunk encapsulation dot1q
 switchport mode trunk
!         
interface FastEthernet0/10
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/19
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 2 mode active
!
interface FastEthernet0/20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 2 mode active
!
interface FastEthernet0/21
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!         
interface FastEthernet0/22
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
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!         
interface FastEthernet0/22
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!
interface Vlan1
 ip address 192.168.2.3 255.255.255.0
!
ip classless
ip http server
ip http secure-server
!
!
logging facility local2
logging source-interface Tunnel123
logging 30.1.14.101
!
control-plane
!
!
line con 0
 exec-timeout 0 0
 logging synchronous
line vty 0 4
 password ciscovty
 login
line vty 5 15
 login
!
end

02 Configuration_Branch



02 Configuration_Branch

B_ASW1

Current configuration : 4721 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname B_ASW1
!
enable secret 5 $1$ir5m$8VTdEbTYc9rpQG6teQAeY1
!
no aaa new-model
ip subnet-zero
no ip domain-lookup
!
!
!
crypto pki trustpoint TP-self-signed-1178567424
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1178567424
 revocation-check none
 rsakeypair TP-self-signed-1178567424
!
!
crypto pki certificate chain TP-self-signed-1178567424
 certificate self-signed 01
!
spanning-tree mode pvst
spanning-tree extend system-id
spanning-tree vlan 11-12 priority 24576
!
vlan internal allocation policy ascending
!

interface Tunnel123
 no ip address
!
interface Port-channel1
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface Port-channel3
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/1
 switchport access vlan 11
 switchport mode access
 spanning-tree portfast
!
interface FastEthernet0/2
 switchport access vlan 12
 switchport mode access
 spanning-tree portfast
!
interface FastEthernet0/21
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!
interface FastEthernet0/22
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 1 mode active
!



B_ASW1

interface FastEthernet0/23
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 3 mode active
!
interface FastEthernet0/24
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 3 mode active
!
interface GigabitEthernet0/1
 switchport mode dynamic desirable
!
interface GigabitEthernet0/2
 switchport mode dynamic desirable
!
interface Vlan1
 ip address 192.168.2.1 255.255.255.0
!
ip classless
ip http server
ip http secure-server
!
!
logging source-interface Tunnel123
logging 30.1.14.101
!
control-plane
!
!

line con 0
 exec-timeout 0 0
 logging synchronous
line vty 0 4
 password ciscovty
 login
line vty 5 15
 login
!
ntp clock-period 17179650
ntp server 30.1.100.1
ntp server 192.168.2.254
ntp server 168.126.63.1
end

02 Configuration_Branch



IDC_Router
Current configuration : 3766 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname IDC_Router
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$WuUH$OsQ8ZjVTZOvea6CGdwuxO.
!
clock timezone KOREA 9
no network-clock-participate slot 1 
no network-clock-participate wic 0 
aaa new-model
!
!
aaa authentication login VTY group tacacs+ local
aaa authentication login CON local
aaa authorization exec default group tacacs+ local 
aaa authorization commands 1 default group tacacs+ if-
authenticated 
aaa authorization commands 15 default group tacacs+ if-
authenticated 
aaa accounting exec default start-stop group tacacs+
aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
aaa session-id common
ip subnet-zero

ip cef
!
no ip domain lookup
!
ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
!
username test password 0 test
!
!
crypto isakmp policy 10
 encr 3des
 hash md5
 authentication pre-share
 group 2
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
!
!
crypto ipsec transform-set CISCO esp-3des esp-md5-hmac 
!
crypto ipsec profile DMVPN
 set transform-set CISCO 
!
!
interface Tunnel123
 ip address 150.16.1.3 255.255.255.0
 no ip redirects
 ip nhrp authentication cisco
 ip nhrp map 150.16.1.1 121.160.1.17
 ip nhrp map multicast 121.160.1.17
 ip nhrp network-id 123
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 ip nhrp nhs 150.16.1.1
 tunnel source FastEthernet0/1
 tunnel mode gre multipoint
 tunnel key 123
 tunnel protection ipsec profile DMVPN
!
interface FastEthernet0/0
 no ip address
 duplex auto
 speed auto
!
interface FastEthernet0/0.1
 encapsulation dot1Q 1 native
 ip address 192.168.3.254 255.255.255.0
 ip nat inside
!
interface FastEthernet0/0.11
 encapsulation dot1Q 11
 ip address 30.1.11.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
interface FastEthernet0/0.12
 encapsulation dot1Q 12
 ip address 30.1.12.254 255.255.255.0
 ip nat inside
!
interface FastEthernet0/0.13
 encapsulation dot1Q 13
 ip address 30.1.13.254 255.255.255.0
 ip nat inside
!
!

interface FastEthernet0/0.14
 encapsulation dot1Q 14
 ip address 30.1.14.254 255.255.255.0
 ip helper-address 30.1.100.1
 ip nat inside
!
interface FastEthernet0/0.100
 encapsulation dot1Q 100
 ip address 30.1.100.254 255.255.255.0
 ip nat inside
!
interface FastEthernet0/1
 ip address 121.160.1.37 255.255.255.252
 ip access-group IN_Traffic in
 ip nat outside
 ip inspect CISCO out
 duplex auto
 speed auto
!
router eigrp 100
 network 30.1.0.0 0.0.255.255
 network 150.16.1.3 0.0.0.0
 no auto-summary
!         
router ospf 1
 router-id 13.3.3.3
 log-adjacency-changes
 network 121.160.1.37 0.0.0.0 area 0
!
ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server
no ip http secure-server
ip classless
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ip route 200.200.3.0 255.255.255.0 FastEthernet0/0.1
!
!
ip access-list extended IN_Traffic
 permit eigrp any any
 permit ospf any any
 permit gre any any
 permit udp any any eq isakmp
 permit esp any any
 permit tcp any eq tacacs any eq tacacs
 permit udp any eq ntp any eq ntp
 permit udp any eq syslog any eq syslog
 permit tcp any eq telnet any eq telnet
 deny   ip any any
logging facility local1
logging source-interface FastEthernet0/0
logging 30.1.14.101
access-list 10 permit 30.1.0.0 0.0.255.255
!
tacacs-server host 30.1.14.101 key cisco1234
tacacs-server directed-request
!
line con 0
 exec-timeout 0 0
 logging synchronous
 login authentication CON
line aux 0
line vty 0 4
 password ciscovty
 logging synchronous
 login authentication VTY
!         
end

02 Configuration_IDC



IDC_DSW
Current configuration : 4779 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname IDC_DSW1
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$3rL9$f18vGuLCIhQ7aGvho0XeK/
!
username test password 0 test
aaa new-model
!
!
aaa authentication login VTY group tacacs+ local
aaa authentication login CON local
aaa authorization exec default group tacacs+ local 
aaa authorization commands 1 default group tacacs+ if-
authenticated 
aaa authorization commands 15 default group tacacs+ if-
authenticated 
aaa accounting exec default start-stop group tacacs+
aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
!
!
!

aaa session-id common
clock timezone KOREA 9
system mtu routing 1500
ip subnet-zero
no ip domain-lookup
!
!
!
!
crypto pki trustpoint TP-self-signed-3124101760
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3124101760
 revocation-check none
 rsakeypair TP-self-signed-3124101760
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
interface Port-channel12
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface Port-channel23
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
!
!
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interface FastEthernet0/11
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 12 mode active
!
interface FastEthernet0/12
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 12 mode active
!
interface FastEthernet0/15
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 23 mode active
!
interface FastEthernet0/16
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 23 mode active
!
interface FastEthernet0/20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 spanning-tree portfast
!
interface Vlan1
 ip address 192.168.3.1 255.255.255.0
!

ip default-gateway 192.168.3.254
ip classless
ip http server
ip http secure-server
!
logging facility local2
logging source-interface FastEthernet0/16
logging 30.1.14.101
tacacs-server host 30.1.14.101 key cisco1234
tacacs-server directed-request
!
control-plane
!
!
line con 0
 exec-timeout 0 0
 logging synchronous
 login authentication CON
line vty 0 4
 password ciscovty
 login authentication VTY
line vty 5 15
 password ciscovty
!
ntp clock-period 36028159
ntp server 30.1.100.1
ntp server 168.126.63.1
end

02 Configuration_IDC



IDC_ASW1
Current configuration : 5495 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname IDC_ASW1
!
enable secret 5 $1$tsug$zLBGJq3MKg5F220thHtRb0
!
username test password 0 test
aaa new-model
!
!
aaa authentication login VTY group tacacs+ local
aaa authentication login CON local
aaa authorization exec default group tacacs+ local 
aaa authorization commands 1 default group tacacs+ if-
authenticated 
aaa authorization commands 15 default group tacacs+ if-
authenticated 
aaa accounting exec default start-stop group tacacs+
aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
!
!
aaa session-id common
clock timezone KOREA 9
ip subnet-zero
no ip domain-lookup

crypto pki trustpoint TP-self-signed-3169475328
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3169475328
 revocation-check none
 rsakeypair TP-self-signed-3169475328
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11-12 priority 4096
spanning-tree vlan 13-14 priority 8192
!
vlan internal allocation policy ascending
!
!
! 
!
!
!
interface Port-channel12
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface Port-channel13
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/1
 switchport access vlan 11
 switchport mode access
 spanning-tree portfast
!
!
!
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interface FastEthernet0/11
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 12 mode active
!
interface FastEthernet0/12
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 12 mode active
!
interface FastEthernet0/13
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 13 mode active
!         
interface FastEthernet0/14
 switchport trunk encapsulation dot1q
 switchport mode trunk
 channel-protocol lacp
 channel-group 13 mode active
!
interface Vlan1
 ip address 192.168.3.2 255.255.255.0
!
ip default-gateway 192.168.3.254
ip classless
ip http server
ip http secure-server
!
!

logging facility local3
logging source-interface FastEthernet0/13
logging 30.1.14.101
tacacs-server host 30.1.14.101 key cisco1234
tacacs-server directed-request
!
control-plane
!
!
line con 0
 exec-timeout 0 0
 logging synchronous
 login authentication CON
line vty 0 4
 password ciscovty
 login authentication VTY
line vty 5 15
 password ciscovty
!
ntp clock-period 17180239
ntp server 30.1.100.1
end

02 Configuration_IDC
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