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Summary

01 HEXIFHEE

SC
HQ

ooy

(< IPSec)
VPN
/ A\

= IDC

é

Branch B



01HEMIFHE

s

DSW B_Router OSPF Area O IDC_Router

/Kﬁ\ : P A

L # B
EIGRP 100

EIGRP 100 /gi

CORE?2 ;:g CORE3
EIGRP 100
=" &/ DSW2

Sw4

e

2 2

—a
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027 &2} (1) HQ

HQ_Router
xF CISCO Router 2621xm 1EA
/5-7\ = CISCO Switch 3560 (L3) 2EA
T CISCO Switch 3560 (L2) 7TEA
CORE2 \' WAl CORE3 ——
-, /s v .
Basic config / Trunk / Etherchannel
VTP / VLAN / Portfast / RSTP
== = L3 Switch / SVI / HSRP
Dswy e Y bswa2 EIGRP / PVST
\/
OSPF
DMVPN
—@—@—@ EZVPN
ﬁl 28
Ol Syslog
=2 || AAv/ACS
—r+2 || CBAC
EIGRP 100 L




027l&R2} (2) Branch

B_Router

i DSwW

CISCO Router 2621xm 1EA
CISCO Switch 3560 (L2) 3EA

Basic config / Trunk / Etherchannel
ASW1 VTP / VLAN / Portfast / RSTP

Inter-VLAN / EIGRP / PVST

OSPF
DMVPN
EZVPN

a3

EIGRP 100 Sysiog

AAA/ACS
CBAC
IPSec
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(3) IDC

Internet Data Center

IDC_Router
? DSW
ASWAWZ
ot o/
49y

NTP SYSLOG
DHCP TACACS+

EIGRP 100

CISCO Router 2621xm 1EA
CISCO Switch 3560 (L2) 3EA

Basic config / Trunk / Etherchannel

VTP / VLAN / Portfast / RSTP

Inter-VLAN / EIGRP / PVST

Syslog / AAA/ ACS / NTP / DHCP Server

OSPF
DMVPN
EZVPN

Syslog
AAA/ACS
CBAC
IPSec
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IHo EDHEEf#shhetheichannel sumnary 10_COREZ#sh 1nt port-channel 1
‘Num e OF chamel-groups in use: 2 Port-chamnell 1g up, line protocol is up (comnected)

luner o sggregetors: 2 Hardware 13 EtherChannel, address 1g 000e.835h.£595
Group Port-channel Protocol  Ports HTU 1500 bytes, BH-200000 Kbzt DLY 100 usec,
------ S reliability 255/255, txload 1/255, rxload 1/255
1 Pol(SU) AP Fab/21(P) Fab/22(P) Encapsulation ARPE, loophack not set

4 Pod(SU) S CPE OB E R OR  Full-duplex, 100Hh/s, nedia type is 10/100Baseld




01 IR HESII IS HE PVST

78

=5

Per Vlan Spanning Tree

O Z¥Zto| VLANG| STPE X|2/ElC2M VLANDICHA{Z CIE RE Ha|X| ME Tks
O VLAN 2E EM 1S

vlan 11,12 priority 8192
vlan 13,14 priority 4096

vlan 11,12 priority 4096
vlan 13,14 priority 8192

Interface Role Sts Cost Prio.Nbr Type
VLAN 11,12 FaB/1 Root FWD 19 128.1 P2p
Fa@/2 Altn BLK 19 128.2 Pip
Interface Role Sts Cost Prio.Nbr Type
VLAN 13,14 FaB/1 Altn BLK 19 128.1 P2p
Fa@/2 Root FWD 19 128.2 P2p




01 IR HIEHI I IS UHE HSRP

Hot Standby Router Protocol

=12 o =2|HQl 7t AO|ER0|F TS0 7| &0 AFESHA U= AHIO|ERO0[7F EHOH 7}
L= Srg|ol | o 7|3k Rl CHE 2t 2E{7L A0 ESI0IE 2
-1 .
O FEMRl LEYD 8 75
HQ_Router T§ALA|
H)_CORE2#sh standby brief
QOH%@A' P indicates configured to preempt.
|
Interface Grp Prio P State  Active Standby Virtual IP
V111 1 120 P Active local 10.1.11.200 18.1.11.254
V112 2 120 P Active local 10.1.12.200 18.1.12.254
V113 3 100 P Standby 10.1.13.200 local 18.1.13.254
V114 4 108 P Standby 10.1.14.200 local 18.1.14.254
CORE3 =
AN
H) CORE2%
Lo =g DSW2 03:39:48: HHSRP-6-STATECHANGE: Vlan13 Grp 3 state Standby -» Active

03:39:48: #HSRP-6-STATECHANGE: Vlan14 Grp 4 state Standby -» Active

HQ)_CORE2#sh standby brief
P indicates configured to preempt.

Interface Grp Prio P State  Active Standby Virtual IP
Vi1l 1 120 P Active local 16.1.11.200 10.1.11.254
V112 2 120 P Active local 10.1.12.200 10.1.12.254
V113 3100 P Active local unknoun 10.1.13.254
2 Viia 4 100 P Active local unknoun 10.1.14.254

12° VLAN13 VL




O L3 AQIXlE SUSH VLAN EEZH| A9A7|5 HBtn MECHE VLAN
ZEZH|E 228 7|52 XIB
Qs Al

o
o VLAN 7te| 2IREIS
IP-Address OK? Method Status

HQ_Router r%
192,168.1.2  YES NYRAM wp

’ 10,111,200 YES NYRAM wp
10.1,12,00  YES NYRAM wp
10,113,200 YES NYRAM wp

|CORE3 10.1.14.100 YES NVRAM  up

Z0I1E (0] L3 A9/ 2t VLAN of CHat A[0|Elo] MH
VLAN 11 —T — — — T = o
VLAN 12

VLAN 13

VLAN 14 P - Hillsers skopi




NTP

Network Time Protocol

01 LR HIEST )| LHE Server

=T O XIAHIDC)OfIA NTP RIS o} 7|5

=3 O HIES|TL| A H 2| U EORMS JES| ZISHE = US
- CETwos B
Client NTP Server

(IP:30.1.100.1)

HQ Routerdsh clock b..Clock Request
*@9:45:33.931 UTC Mon Mar 1 1993

NTP_DHCP_ Server#clock set ©3:23:30 085 apr 2016

H) Router{config)#do sh clock % NTP_DHCP_Server#sh clock

10:54:56.624 KOREA Wed Apr & 2016 ©3:23:32.611 UTC Tue Apr 5 2816

NTP 7|3t 913

|HQ_Router#sh ntp status

Clock is synchronized, stratum 2, reference is 38.1.186.1

nominal freq is 250.0000 Hz, actual freq is 250.0001 Hz, precision is 2**18
reference time is DAAEEC92.1A85C7CB (11:01:54.163 KOREA Wed Apr 6 2016)
clock offset is -4.4759 msec, root delay is 9.83 msec

root dispersion is 5.23 msec, peer dispersion is ©.72 msec
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DHCP

Dynamic Host Configuration Protocol

2 =

O MEOIM IPS 2l lolal 22| SAEA| 172 IP AlS 2
O IPAUCHIHE2=, R A SHPR HESI MY 7IS

g

Client

.....DHCP Discover -
... bHCPOffer
.....DHCP Request

DHCP Server

(IP:30.1.100.1)

NTP_DHCP_Server#sh ip dhcp server statistics

Memory usage
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINMNE
DHCPRELEASE
DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

27917
12

20 W 99

Received

Al
M 3% B
Sent
a
3
12

“ DNS At :168.126.63.1




O AE{0flA{ IPE 225111 ZZie| SAEAH| 272 IP XIS et

l

O IPUCHIHAOR, B A| SHMOR HIESIT MM Tk

DNS AMH :168.126.63.1

Client DHCP Server

\...DHCP Discover (IP:30.1.100.1)
% NTP_DHCP Server#sh ip dhcp pool

Pool HQ 11 :
: Soldesk-PC % Utilization mark (high/low) : 108 /@

Subnet size (first/next) 8 /8

Total addresses 1 254
% Leased addresses o

Pending event : none

1 subnet is currently in the pnol

Current index IP address range

16.1.11.1 18.1.11.1 - 18.1.11.254

L :18.1.11.1¢

: 255.255.255.0 ) DHCP Pool O“ %\E
: 20163 43 70 ' IP 7t 2 AEOA Xt 2=

IP H<2|0f 2t
olCl=

ﬁ]. Af-81-1E-19-87-21-88




B_Router OSPF Area 0 i

IDC_Router

EIGRP 100
B_ASHIH

Enter configuration commands, one per line.

B_ASW1(config)f!

B_kSW1(config)#logying on
B_15W1(config)#logying trap informational
B_15¥1(config)#logying 30.1.14.101
B_15W1(config) i loGaingntacilitynlocal?

B_ASW1(config)§logging source-interface tumnel 123

5

B

HQ_Router f

N

o Syslog A{H{ # (IDC MHX|AI2] VLAN14 PC2| VMware2 34)

O ZF XAl ZHH|0|M 2HEl= Syslog A3 2 X ZF (EX : X|AFB_ASW1)

DSW

EIGRP 100

A ,E Kiwi Syslog Service Manager (Version 9.2)
File Edit “iew Manage Help
End Y] @ A B €3 [Display 00 Defaul) 7|
Date I Time | Priority | Hostname | Meszage
04-07-2016 15:51:35 Local? Hotice 192.168.2.1 31: Apr 7 06:51:33 277 ZL
state to up
04-07-2016 15:51:33 Local7 Hotice 192.168.2.1 30 Apr 7 06:51:31.273: %L
state to down
04-07-2016 14:21:20 Local4 MNotice 19216816 79 Apr 7 05:21:18.183: ZL
state to up
04-07-2016 14:21:18 Local4 Nolice 192.168.1.6 78 Apr 7 05:21:16.179: %L
state to down
04-07-2016 14:21:11  Local4_Motice 19216816 77 Apr 7 05:21:09.423: %L
state to up
04-07-2016 14:21:09 Local4 Nolice 192.168.1.6  76: Apr 7 05:21:07.415: 2L
state to down
04-07-2016 14:20:12 Local4_Motice 19216816 75 Apr 7 05:20:11.145: %L




O QUEHIS AFESLY| floll LHROM 2[R 2 Li7t= EciE F2 +1d
O ZAteE X|ArZH =2[X el HE (Tunnel) O] 7ts

Interne
- t

]/\ OSPF Area 0

B_Router

&

IDC_Router
J;T
/EIGRP 100

.
EIGRP1100\

HQ_ITouter
3 :
EIGRP 100
RIEE LI7I= BE2 2AR} AH{ZH0| Tunnell23 2=
=2|Hol HE =t



03 &2 |= LIS DMVPN

Dynamic Multipoint VPN

=1 O 2AI2F0{2{7H2] XIS HZsh= VPN ERE0fM Ehakdnt ZRH e SCY

5=
<~ = | —
- O E2AIRFXIAL ZEe] Permaent IPSec TunnelE RXISHH, ZIAIEI= B2l 7=
terne =2 7|2 : NHRP / MGRE
- Next Hop Tunnel IP Off S&X|2] Z¢l IPE Mapping
- Hub Router 0] NHRP DB( Z X|AtQ] |P) & 2|
OSPF Area 0O
EIGRP 100 3 EIGRP 100
B_Router B IDC_Router
HQ_Router
H) Router#sh ip route eigrp 1 HQ Router#sh ip eigrp neighbors :
20.0.9.8/24 is subnetted, 4 subnets ROUtIng Table IP-EIGRP neighbors for process 188 EIGRP Ne|ghb0r
D 20.1.13.8 [968/297246976] via 150.16.1.2, 00:84:55, Tunnell23 H Mdr‘EiS Inter.face Hold upt:l.l‘e SRTT RTO Q S‘Eq
D 20.1.12.8 [90/297246976] via 150.16.1.2, 90:84:55, Tunnell23 Cnt N
D 20.1.14.8 [99/297246976] via 158.16.1.2, 8@:84:55, Tunnell23 (sec) (ms) n Hum
D 20.1.11.8 [98/297246976] via 150.16.1.2, 98:84:55, Tunnell23 2 158.16.1.3 Tul2l 16 80:00:56 12 5008 @ 5
10.9.8.8/24 is subnetted, 5 subnets 1 150.16.1.2 Tul23 11 89:83:21 14 5688 @& 15
D l8.1.11.8 [9@_.!"23416] via 18.1.1.2, 89:58:41, FastEthernet@/a a 18.1.1.2 Fﬂﬂfﬂ 14 @83:49:-44 1 00 a8 7o
D 10.1.14.8 [98/28416] via 18.1.1.2, @0:58:41, FastEthernetd /e
D 10.1.13.0 [90/28416] via 10.1.1.2, 90:58:41, FastEtherneto/o HQ_Router#sh ip nhrp NHRP Table
o ‘0 ;ﬂélégf_l%ii“ﬁldvi; 19‘-]1-1-2: 80:58:41, FastEthernetd/e 156.16.1.2/32 via 150.16.1.2, Tunnell23 created 00:26:12, expire 61:54:05
.8.8. is subnetted, subnets . . . ' . . .
D 30.1.14.0 [99/207246976] via 150.16.1.3, 90:05:00, Tunnell23 Type: dynamf, Flags: authoritative unique registered
D 39.1.13.08 [90/297246976] via 150.16.1.3, ©0:05:00, Tunnell23 NEMA address: 121.16@.1.22 _
D 30.1.12.8 [98/297246976] via 150.16.1.3, ©0:85:88, Tunnell23 158.16.1.3/32 via 150.16.1.3, Tunnell23 created 09:13:17, expire @1:59:51
o 36.1.11.0 [90/297246976] via 150.16.1.3, 90:05:00, Tunnell23 Type: dynamic, Flags: authoritative unigue registered used
D 30.1.100.8 [99/297246976] via 150.16.1.3, @0:85:08, Tunnell23 NBMA address: 121.160.1.37




O =AI2}042{7H2| X|ALE HZSH= VPN 2HofA ekt ZHEd S

O SAIR} XIALZER] Permaent IPSec Tunnel2 SXI5HH, XIAM 2= EA 7=

MGRE + NHRP &%

Internet’ - Tunnel Name : tunnel 123
- Hub Router : HQ(150.16.1.1)
: - Spoke router : B(150.16.1.2)
OSPF Area 0 T IDC(150.16.1.3)
EIGRP 100 3 F = EIGRP 100

B_Router IDC_Router

C:Mlsers@Boldeskitracert 20.1.11.1 C:Wlsers®Soldesk>tracert 30.1.14.1

ZICH 30E O] 2re ZICH 302 O] ALQl
SOLDESK-PC [20.1.11.11(=OF Ji= 42 FH: SOLDESK-PC [30.1.14.11¢ )2 = &

1 18.1.11.1688 1l m= ¢l m= tl me 108.1.11.188

ime 18.1.1.4 2 nE 1 ms mz 18.1.1.1

2 158.16.1.2 ns 8 mz 158.16.1.3

1 mz SOLDESK-PC [28.1.11.11 E 7 ms 8 m= 7 ms SOLDESK-PC [38.1.14.11]

ns 4




O =AIL 0421712 X|ALE SAZSE= VPN 2H0jA] 2Hakada) 2k Srj

O 2AIRFXIAL 2] Permaent IPSec Tunnel2 §XI6HH, XIAM 2= EA 7=

MGRE + NHRP &X

- Tunnel Name : tunnel 123

- Hub Router : HQ(150.16.1.1)

- Spoke router : B(150.16.1.2)
IDC(150.16.1.3)

Internet.

OSPF Area 0 &P

EIGRP 100 EIGRP 100
B_ Router IDC Router
HQ_Router
ME{ PC = X|A} PC NHRP Table

C:WlzersiSoldesktracert 38.1.14.1

B_CORE#sh ip nhrp
150.16.1.1/32 via 150.16.1.1. Tunnell?3 created

Type: static. Flags: authoritative used

I CH 30F O]
SOLDESK-PC [30.1.14.1 (% D= &

NBMA address: 121.160.1.17
150.16.1.3/32 via 150.16.1.3. Tunnell?3 created

Type: dynamic, Flags: router

NBMA address: 121.160.1.37

1 ms 1 ma gateway-vtch-2.vte.cec.com [20.1.11.254]
8 ms 8§ ms 158.16.1.3
? ms SOLDESK-PC [38.1.14.1]




PSEC

Internet Protocol Security

=1 O IPE X! Ho @47} gloT= [PSECS Sl TiPIEke(o] Hot 245}
= = .
=H O SS2jM2] LiF HIESIT AKA IP 25 (Tunnuling Mode X&)
L2 IP IPSec IP TCP DATA
i
— | —
|
3¢ IP | AHE 1P
\ 4
Hot ﬁ
(=3 + 2T + HEHX])
| 2 Pj ng HQ Router#sh crypto engine connections active

LH =) [[H ID Interface IP-Address State Algorithm Encrypt Decrypt
2 FastEthernet@/1 121.168.1.17 set HMAC_MD5+3DES_56_C 2] a
3 Fastethernet@/1 121.168.1.17 set HMAC MDS+3DES 56 C L) a
2088 Tunnell23 158.16.1.1 set HMAC MDS+3DES 56 C a 81
2001 Tunnell23 158.16.1.1 cet HMAC_MD5+3DES_56_C g2 a
2002 Tunnelld3 158.16.1.1 set HMALC _MDS5+3DES_56_C 2] 55
2803 Tunnelll3 158.16.1.1 set HMAC_MDS5+3DES_56_C 56 a
2008 Tunnell23 158.16.1.1 set HMAC MD5+3DES 56 C @ 158
2081 Tunnell23 158.16.1.1 set HMAC_MD5+3DES_56_C 158 a
2002 Tunnell23 158.16.1.1 set HMAC _MD5+3DES_56_C @ 131
2803 Tunnell23 158.16.1.1 set HMAC_MDS+3DES_S56_C 132 a




LHEOA 2|F 2 Lt7t= MdS HARSH , O M|ld0] tiet SE S 4

O
St7| flet YAl E=2& °H=0| TCP, UDP, ICMP & 3{&
o Ciet ZEE S 0|8¢t DOS &4 EX|e &Y EXI7t 7ts 5] W20 &

o FEOZ 71 FOE 2ot EF MY

_© — IDC_Router

N\
“ WEB

y

B Route;fa

rc

B_Router#
B_Router# .126.63. :
B_Routeri# .126.63. : = e
B_Router#sh ip inspect sessions s hab.ba : ICMP O‘” I:HOI_I' %Ejl’
Established Sessions N ; . o
Session 827B1F2C (20.1.11.1:49412)=>(183.111.24.7:80) tcp SIS_OPEN T : . =X =kl
Session 827B18CC (20.1.11.1:8)=>(168.126.63.1:0) icmp SIS_OPEN

Session 827B4704 (20.1.11.1:49409)=>(125.209.238.154:443) tcp SIS_OPEN
Session 827B4M34 (20.1.11.1:49411)=>(101.79.136.2:80) tcp SIS_OPEN

B_Router#sh ip inspect sessions
Established Sessions
Session 827AD114 (20.1.11.1:499423>=>(121.160.1.21:23) tcp SIS_OPEN
Session 827B56F4 (20.1.11.1:49940)->(125,209.222.142:80) tcp SIS_OPEN
Session 827B6EDC (20.1.11.1:49928)->(125.209.230.195:80) tcp SIS_OPEN
Session 827A961C (20.1.11.1:49938)=>(182.162.92.37:80) tcp SIS_OPEN
Session 827ACDE4 (20.1.11.1:49937)=>(121.156.109.46:80) tcp SIS_OPEN
B_Router#

B_Router#sh ip inspect sessions

Half-open Sessions gﬁzt:izz::iiz;:
Session 827B3D74 (192.168.2.1:123)=>(168.126.63.1:123) udp SIS_OPENINGl|s_aswiccontigon
B_Router#sh ip inspect sessions B_ASW1<conf ig>h
Established Sessions B_ASU1 Cconf igott

B_ASWi<config>#ntp server 168.126.63.1
Session 827AB134 (20.1.1 B_ASW1<oont ig>

:500/7)=>(101.79.136.2:80) tcp SIS_OPEN
Session 827B3D74 (20.1.1 :50076)=>(1.255.49.82:80) tcp SIS_OPEN



o 2AReE X[ALZHOll Telnet, Ping Test, 2t2& G|O|E, TACCAS § &2
- o FEDESE St4 LIHK|= 25 XHE

., CBAC S HI=Xoz A28 RE E2imo| 88 E|32 ACL I} 20| Af

o
<_eTeInet IDC_Router
B_Route%‘zg 47.%\
ch ‘_x “ WEB

K| At

C:flsersiSoldeskrtelnet 158.16.1.1

BB_ISP4telnet 121.168.1.22
Trying 121.160.1.22 ...
% Destination unreachahle; gateway or host down

Uzer Access Uerification

Password:
H_Router>

XAt pc(vlan 11) 0M 2ALZ Telnet B QIEHIAN EALZ Telnet H&

BB_ISPHping 16.1.11.1

Type ezcape sequence to ahort.

Sending 5, 188-hyte ICHP Echos to 1B.1.11.1, timeout iz 2 seconds:

Success rate iz @ percent (As5H)

QRN EAE Ping Test




© EZVPN 714 (EX : X|AIB)

© XA}/ 01E 2EASAH HH22 IPSec VPNS £ ALS

O X|AIB_Router EZVPN & A

WB_Routerficonf t
Enter configuration commands. one per line. End with CNTL/Z.
B_Router(config)ft!
B_Router(config)fusername admin privilege 15 password cisco XLA}B_ROUter

B_Router(config)H! 121.160.1.22/24

B_Router(config)ffaaa new—model

IB_Router(config)ﬂaaa anthentication login EZYPH_Client local
B_Router(contfig)faaa authorization network BZVYPN_Group local
B_Router(config)fi!

B_BRouter(config)lfip local pool EZ POOL 20.1.11.100 20.1.11.200
B_Router(config)H!

B_BRBouter(config)lcrypto isakmp client configuration group EZ Group
B_Router(config—isakmp—group)ff key ciscol234

A key already exists for group EZ_Group

. Internet J
FO/1 S~—u>

B_Router{config-isakmp—-group)lf pool EZ_POOL
B_Router(config—isakmp—group)lf acl 113
B_Router{config—isakmp—group) !
B_Router(config—isakmp—group)l$ 113 permit ip 20.1.11.0 0.0.0.255 any
B_Router(config)if!
MB_Router(config)ficrypto dynamic-—map Easy¥YPN 10
IB,Router(config—crypto—map)ﬂ set transform—set CISCO
B_Router(config—cry¥pto—map)lf reverse-route
B_Router(config—crvpto—map)i!
B_Router(config-crypto-mwap) HSIPSEC client authentication list EZVPN Client X|AFB PC X|At B
B_BRouter(config)lfcrypto map IPSEC isakmp authorization list EZYPN _Group -
B_Router(config)lfcrypto map IPSEC client configuration address respond VLAN 11 xl'E—II.I / Ol% E—'?—Xl‘
B_Router(config)licrypto map IPSEC 30 ipsec—isakmp dynamic EasvyVPH 20.1.11.0/24 20.1.11.103/24
B_Router(config)ficrypto map IPSEC 30 ipsec—isakmp dynamic EasyVPH (X|AfB LHtﬂ|P 6+:F)
B_Router(config)ficrypto map IPSEC 30 ipsec—isakmp dynamic EasyVPN h =<
B_Router(config)fi!
B_Router(contfig)Hfint fO/1
B_Router(contfig—-if)#f erypto map IPSEC




czyPN

=1 O EZVPN 7+ (EX : X|AIB)

=5

© XEIZRXL / 0|S ZRASA FAH2E IPSec VPNE &8 AlLS

O XIAIB_LEZVPN_A}Z2 X} PC Setting

i, il
& VPN Client | Create New VPN Connection Entry - =

X|AF B_Router

Connection Entry:|IIA}B_EZVPN_M%X} 121.160.1.22/24

]
CIsSCO

Description :IIIA}B_EZVPN_)\}%X}

ﬂnst:|121,1ED,2,22
Authentication ITranspurt | Backup Servers | Dial-Up |

i+ Group Authentication i Mutual Group Authentication
Mame: |EZ_Gr|:|L||:|
EEISSWI:I rd: I EEEEEELLE

Confirm Password: | R

. -
& WPN Client | User Authentication for "R1" 5

i Certificate Authentio
The server has reguested the following information to complete the

ﬂame:l user authentication. x| At B_PC XA} B

™ Send C4 Certifics cilia ]y, Username: [admin VLAN 11 XtEd / Ol 22X}
CISCO oo cward: [ 20.1.11.0/24 20.1.11.103/24

LHE SHCH
Erase User F‘asswnrd' ITI Cancel I (XIAtB LHE IP &)




03 =2 |= L=

EZVPN

Easy VPN

78

=5

O EZVPN 7+ (EX : X|AIB)

© XEIZRXL / 0|S ZRASA FAH2E IPSec VPNE &8 AlLS

O XIAIB_EZVPN_AIEX PC HZE01 [ IPSec HE &2l

Encrypted:0
Decrypted:0
Discarded: 2
Bypassed: 1566

Transparent Tunneling:Inactive
Local LaM: Disabled
Compression: MNaone

Reset |

| Connection Entry | Host ITranspDrt
& KIAIB_EZVPH_AI2F} 121.160,1.22 IPSec/UDP
r
& VPN Client | Statistics 5
Tunnel Detalls, | Route Details | Firawall

Address Information Connection Information
Client: 20111103 Entry: AAB_EZVPN_AE AL
Servet: 121,160,1,22 Tirne: 0 day(s). 00:00.30

Bytes Crypto
Received: 0 Encryption: 168-hit 3-DES
Sent: 1] Suthentication: HrAC D5

Packets Transport

Close |

X|Al B_Router
121.160.1.22/24

X|AtB_PC XIAFB
VLAN 11 Xt / o= 2ExX}
20.1.11.0/24  20.1.11.103/24

(XIAFB LHE 1P 2E)




28 O EZVPN #+d (EX : X|AIB)

[ =

SH

2L/ 01F 2S00 AH22 IPSec VPNS £ A=

O X|AIB_EZVPN_AIEZAL PC 2} X[AIBLYF 21Z 201 B! IPSec= Sttt =3 553 S}
@ VPN Client | Statistics & VPN Client | Statistics
Tunnel Details | Route De | | (Tififal Dafal | Route Deti XIAFB_Router
Address Information Address Information 12115@122'_| 121.160.1. 22/24
glient 1122-]1-]1510-1103 Client: 20111103 JREEREY IR
erver: BT Server: 121,160,122 Iy
Bytes Bytes 121.169.1.22: f |“teﬂ15t,j
Received: 1560 Received: 3660 121.168.1.22%
Sent: 1560 Sent: 3660 1911681 22&
Packets Packets ) o ,_
Encrypted: 26 Encrypted:6l 121.168.1.22%
Ve ey Decrypted:fl 121.16@.1.222]
Discarded:2 Discarded:2 .
Bypassed: 2583 Bypassed: 2850 121.168.1.22=
O X|AIB_EZVPN_AIEX} PC 2} X|AIBLES PC ZF Tracert

BER Ca¥Windows¥systern32¥cmd.exe E@éj

C:WizersWSoldesk>tracert 280.1.11.1

Z|CH 30 E O] af2 e X|AtB_PC XAl B

SOLDESK-PC [20.1.11.11K=>F Jt= HZE =4H: VLAN 11 XIEd / O] 22X}
01 168.1.22 20.1.11.0/24 20.1.11.103/24

OLDESK-PC [20.1.11.11 (XIAFB LR IP &)




Access Control Server

AAA/ACS

Authentication Authorization Accounting

03 %7 |=LE _Tacacs+ Server

= O Tacacs+ Server 7+ (IDC A{H{X|Al2] VLAN14 PC2| VMwareZ #4)
B O Z} XAl 2IRE 2 EE5= AF=AL0| ChHst 15 3 HWHE0| Hst=
=5 520 #13 7| 3 (EX : IDC_Router)

O AAAMH U S2jo|HE 7Y

Cisco Svsrems Network Cunﬁguratiun

M .
_m

IDC_Router

o014
30.1.14.254/24

= | Group
%ea 3
% |§Eﬁ::§‘n2:‘§§"* | AAA Client Hosthame | AaA Client IP Address | Authenticate Using
‘ B Router ‘150.16.1.2 ‘ TACACS+ (Cisco 105)
I ="| Configuration
_ ‘ HO Router ‘150.16.1.1 ‘ TACACS+ (Cisco I05) E
x| Sustem
=55 | Configuration ‘ IDC ASW1 ‘192.168.3.2 ‘ TACACS+ (Cisco 10S) -
‘| 'C“O‘;{igjﬁjmnl ‘ IDC ASW2 ‘192.168.3.3 ‘ TACACS+ {Cisco I0S)
E‘% Admstration ‘ IDC DSW1 ‘192.168.3.1 ‘ TACACS+ (Cizco I0S)
Ontro ) )
‘ 1IDC Router 30,114,254 TACACS+ (Cisco I05)
ﬁ External User
E Databases
Add Entr Search
s ! |
P
Frofiles

%Q Ahh Servers ﬁ

Tacacs+ Server

@ | Reports and ‘
Activity
| AAA Server Name | AAA Server IP Address AAA Server Type (AAA / ACS)
Et | Onli r r
L] | pocumentation ‘ kO9xpm4pdtawha 30.1.14.101 THCACS+ 30.1.14.101/24

(VLAN 14 PC)

Add Entry Search |




O Tacacs+ Server M (IDC AMB{X|Al2] VLAN14 PC2| VMware= 7A)

O ZF X|Al 2lSREI2 E&5S5H= AF= A CHst IS 2 H30] AstS
E5 Ho 23 7|5 £ (EX : IDC_Router)

O IDC_Router AAA 83 3 AAA AR} H4F TEST

|IDC_Routerffconf t —
|Enter configuration commands, one per line. BEnd with CNTL/Z. r
IDC _Router(configlit! IDC_Router
IDC_Router(config)fiaaa new-model F0/0.14
IDC_Router(config)i! 30.1.14.254/24
IDC_Router(config)faaa authentication login ¥TY group tacacs+ local
IDC _Router(config)ftaaa authentication login CON local
IDC_Router(config)ii!
IDC_Router(config)ffaaa auvthorization exec default group tacacs+ local
IDC_Router(config)d#S=zation commands 1 default group tacacs+ if—authenticated
IDC Bouter(config)iSzation commands 15 default group tacacs+ if-authenticated
IDC_Router(config)ii!
IDC_Router(config)faaa accounting exec default start—stop group tacacs+
IDC_Router(config)H#Sing commands 1 default start—-stop group tacacs+
IDC Bouter(config)#Sing commands 15 default start-stop group tacacs+
IDC_BRouter(contig)i#iSing connection default start—stop group tacacs+
IDC_Router(config)ffaaa accounting system default start—stop group tacacs+
IDC_Router(conftig)i!
IDC_Router(config)lifacacs server host S0.1.14.101 key ci=zcol234
IDC_Router(contig)li!
IDC_Router(config)#fline con O
IDC_Router(config—line)#t login authentication CON
IDC_Router(config—line)ii!
IDC_Router(config—line)H#iline vty 0O 4
IDC_Router(config—line)lf login authentication VTY
IDC Bouter(config—line)l™Z
IDC_Routertt
*Har 1 01:24:01.604: %SYS-5-CONFIG_I: Configured from console by test on
IDC_Routerftest aaa group tacacs+ admin cisco legacy
Attempting authentication test to server—dgroup tacacs+ using tacacs+
User was successfully authenticated.

Tacacs+ Server
(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)




Access Control Server

03 227 |& LH&_Tacacs+ Server AAA/ACS
Authentication Authorization Accounting

= O Tacacs+ Server 7+ (IDC MB{X|A}2] VLAN14 PC2| VMwareZ F4)

B © Z} XAl 2t B2 ®&Sh= ALSAL0]| CHet 215 3 Eo] HEts
=5 520 #13 7| 3 (EX : IDC_Router)

O User List 44M

User List
IDC_Router
- F0/0.14
| User | Status | Group | Metwork Access Profile 30.1.14.254/24
|admir'| |Enah|ed |Gr|:|up 11 {1 users) |{Defau|t}
|uzer1 |Enah|ed |Gr|:|up 12 {1 users) |(Defau|t}
|L,ISEI’2 |Enah|ed |Gr|:|up 13 (1 users) |{Defau|t}

O User AIY 2 H2io Mt M g?
L1

T2 HFO| H[et
Z - #e2[xt admin BE HEo] ks
g - |kt userl Reload, copy, erase, delete Mgt ZE HHO Its
el el user2 show ip route, show ip int brief, show version gt 7t
Tacacs+ Server

(AAA / ACS)

30.1.14.101/24
(VLAN 14 PC)




Access Control Server

AAA/ACS

Authentication Authorization Accounting

03 %7 |=LE _Tacacs+ Server

= O Tacacs+ Server 7+ (IDC MB{X|A}2] VLAN14 PC2| VMwareZ F4)
B O Z} XAl 2IRE 2 EE5= AF=AL0| ChHst 15 3 HWHE0| Hst=

© Z} User HEHO] Hst BF (Group 11 : admin)
Coseo Srarens Gmup E,Btup

Access Pestnctions *

=5t 20 2§ 7|= £+ (EX : IDC_Router)
6 IDC_Router
F0/0.14

30.1.14.254/24

=hi =
;_a
&

Group Settings : Group 11

=
I

:

Access Restrictions

S " y=—="
Group Disabled ? |
[l Earpwation -
™ Members of this group will be denied access to the network. -

,.x Adminigtration | | =
I Contrel _
[Tq1g, -

——— I Shell (exec)

. Foup

C Access contral list
m Auto command

W] Hetwork r Callback line

.!" Configuration

- C Callback rotary

T m‘;-u!u

L C Idle time
] et e O Ho callback verify ™ Enabled Tacacs+ Server
O Ho escape ™ Enabled (AAA [ ACS)
O Mo hangup ™ Enabled 30.1.14.101/24
e R O (VLAN 14 PC)
Pasture r Tirmeout




Access Control Server

03 227 |& LH&_Tacacs+ Server AAA/ACS
Authentication Authorization Accounting

= O Tacacs+ Server 7+ (IDC MB{X|A}2] VLAN14 PC2| VMwareZ F4)

B © Z} XAl 2t B2 ®&Sh= ALSAL0]| CHet 215 3 Eo] HEts
=5 520 #13 7| 3 (EX : IDC_Router)

=] .I M ( . )
O Z} User 0 Aist ™ (Group 12 : user1
Cisco Srstens Gmup Setup
il Jump To | ot | ¥ Commant:
4
Group Settings : Group12 L
= Arquments:
o 3
B Metwork o
Mg | Configuration Access Rastrictions
Bk ¥ Shell (exec) -
SN | Databases | -]
v Privilege level 1
fanad| Post —
r o Timeout Unlisted aruments
s | 5 ot |
EE ‘Selup Shell Command Authorization Set Db [ Paamit
[ None
Ly | Brovp 5 Naew
o Assign a Shell Command Autharization Set far any network device mﬂ ik € HE
G [ (& —_ ¥ Command:
N ® Per Group Command Autharization Medtwork omimand:
s ‘Cm‘q”“““" Unmatched Cisco I0S commands Configritin celnad
= : ' Deny mﬂh Arguments:
‘ : W Cammand: :]
administration Inbirfict
Cl o
ﬁ External User Arguments:
M | patabases R niintin ¥
- Ao 4
Uniisted arguenents
ﬁ Natmark hccesd] [ ﬁ | Bt b .
fiioriles Unlisted arguments Ditibaies ) Pamit
cportsan  permit -
@ §cr\wt‘u ! = DEW” Erﬂ- F Lieny
* Den Vaidabia
=B | Nnline I y




03 %7 |=LE _Tacacs+ Server

78

=5

Access Control Server

AAA/ACS

Authentication Authorization Accounting

O Tacacs+ Server 7+ (IDC A{H{X|Al2] VLAN14 PC2| VMwareZ T74)

O Zt XA} 2B 2 E&S= AF= A0 Cist 15 3 HHO| H|stS S8t
HOI 21 7| % (EX : IDC_Router)

C1seo Srstens

EGroup

?.

_E Setup

% Shared Profile
Cornponents

g | Network
=

Configuration

User
Getup

]
3

Group Setup

M[TTo QL] Access Restrictions »

O Z} User HEO] HMst 83 (Group 13 : user2)

Group Settings : Group13

Access Restrictions

Note: PPP LCP will be automatically enabled if this service is enabled

% ‘ SharedProfile
Carnponents

Nebwark
Configuration

i System
= g | Canfiguration

=) | Interface
Confiquration

Bdministration
Condrl

Group
Setup

=l

-
% Shared Profile

Components
| Network
el

onfiguration

s Systemn
=1 | Configuration

Administration
Contral
ﬁ ‘ External User
E Databases

Posture
Validation

Shell (exec)
Access contral list
Auto command
Callback line

Callback rotary

Mo callback verify
Mo escape
Mo hangup

Privilege level

W
r
r
r
r
[ Ide time
r
r
r
W
r

Timeout

T

[ Enatled
[ Enafled
[" Enabled

I

% ‘ External llser
23| Databases
Fusture

209 fgligation

Hetwork Acces
Frofiles

‘ Reportsand
Bitivity

L4 | Online
Documentation

Shell Command Authorization Set

e
¢

Hone

Aszign a Shell Command Authorization Set for any network device
Per Graup Cammand Authonization

Unmatched Cisca 105 commands

" Pemit
o Deny

W Carmand

|shuw

Arguments:

permit running-config E
permit ip route

permit ip interface hrief

permit version j

Unlistad arqurents
" permit
o Dany




O Tacacs+ Server 7+ (IDC A{B{X|A}le] VLAN14 PC2| VMware=

TH)
=25 O Zt X|Al 2IRE{2 B &St= AF=ZAL0]| CHEE 1S 2! "WEHo| X|st2 S&t
HOl 21 J7|= & (EX : IDC_Router)

5

O ZF User 0] At A TEST (EX : IIA}B PC to IDC_Router Telnet =)
DSW B_ Ftouter OSPF Area 0 IDC_Router

- /\ / \
d@da M

HQ_Router f’% a “
Tacacs+

—l
EIGRP 100 _— ™~ EIGRP 100 server

o 5222+ - - —

Username: admin
Password:

m

IDC_Routerdish fla
IDC_Routeriizh Flash:

Suyustem flash directory:

File Length MHame. status
i 16858648 c2600—ik?03=3-m=.123—-22 _hin
[16@0587A41 byutes used,. 16971436 available,., 3360380148 totall

I2768BK bytes of processor board Suyustem Flash C(ReadsWritel

IDC_Routeritzsh run
Building configuration...




O Tacacs+ Server A (IDC AMB{X|Al2] VLAN14 PC2| VMware= 7A)

O Zt X|Al 2tRE{2 B &St= AFZAL0]| CHSt 215 2! WEHo] HstS S
HOl 21 J7|= & (EX : IDC_Router)

Username =
Password:

IDC_Houter>en

Password:

IDC_Rouwuteriire load

Command authorization failed.

#» Incomplete command .-

IDC_HRouteyrificopy »un start

Command authorization Failed.
Y

Fa |

# Invalid input detected at - markex .
IDC Houterifierase s=tart
Command authoxrization failed.

-~

e n

» Invalid input detected at * marker

IDC_Routeriis=sh flash

System flash directory:
File Length MHame status
1 16858648 c26808—-ik?2o03=s3-m=_123—-22 _hin
[168587A4 bhytes used,. 16271436 awvailable, 3280280148 totall
F27V68HK bytes of processor board Suyustem Flash (ReadsWr»ite?

1




Tacacs+ Server 7tA (IDC A{B{X|A}2] VLAN14 PC2| VMware= FA)

O Zt X|A}l BEISREI2 H&5= A= AL0]| CHt 1S 2 o] H&t=2 S6t
EOI 2 7| 38 (EX : IDC_Router)

O 2t User H0] Mgt M3 TEST (EX : X|AIB PC to IDC_Router Telnet &%)

=11y 150.16.1.2

Username: user?
Password:

IDC_Router>en
Password:
IDC Routeritsh ip »oute
20.8.8.8-2414 is subnetted. <1 subnets
200.1 .13 .8 [98-31880462761 via 15@_16.1 .2, Ald=z1d6:80, Tunnell23
280.1 .12 _ @8 [98-21880462761 via 15@_16.1 .2, A1:-16:=88, Tunnell23}
28.1 .14 8 [98.-31880462761 via 15@8_4146 .4 .2, B1i-16:-88, Tunnell2Z3
28.1 .41 .8 [98.-31880462761 via 15@8_16.1 .2, B81-16:-88, Tunnell23
172168816 is wvariably subnetted. 4 subnets,. 2 masks
172 _ 16 _.34_80.-24 [1180.-281 via 121 _168_1_38, AA:55:42_, FastEthernsetBf.~1
172 16 .13 _80.-24 [11A0-.2801 via 121 1681 _38, AA:52:-:44,_  FastEthernset@.-1
172 _ 16 .14 _80.-24 [118-.280]1 wia 121 _168_1 _38, @B@:=-55:-42,_  FastEtheyrnet@.-~1
172168816 [1180.-2]1 wia 121 .16@.1 .38, @AA:-55:-45,. FastEthernetB@. 1l
2080_28080_.3 824 is dix»ectly connected,. FastEtheyrnet@.-@8_.1
52.8.8.8-2414 is subnetted. 5 subnets
E2 5392.2.5%51 .8 [118-201 wvia 121 _1d68_.1_38, AA:z52:44, FastEthernet@.-1
E2 S59.2.314.8 [118-280]1 wvia 121 _168_1_38, 8@:52:-44, FastEthernetB@.-1
E2 S9.2_ 4414 .8 [118-28]1 wvia 1241 _1d68_41 _38, B8@:52:-44,  FastEthernetB@.-1
E2 S92 .2.188.8 [118.-281 wia 124 .168.1 .38, @88:-52:-44, FastEthernetB@.1

Woooo BEgg

(=) =T =]

IDC_Routeriizh »un
Command aunthorization FfFailed.

# Incomplete command .




|E} &=

v IP &% LY
v Configuration



01 1P &t LH HQ
AbM| L7 ZH| Interface cg?;?:' HELQA IP Address VLAN H|
HQ Router Router FO/1 - 121.160.1.16/30 121.160.1.17 - a2
- FO/0 - 10.1.1.0/28 10.1.1.1 -
FO/10 - - - -
HQ_Corel L2 SW FO/1, FO/3 5 - - -
FO/2, FO/4 6 - - -
FO/1, FO/3 5 10.1.1.0/28 10.1.1.2 -
F0/19-20 4 - - -
FO0/21-22 1 - - -
HQ _Core2 L3 SwW SVI - 10.1.11.0/24 10.1.11.100 11
SVI - 10.1.12.0/24 10.1.12.100 12
SVI - 10.1.13.0/24 10.1.13.100 13
SVI - 10.1.14.0/24 10.1.14.100 14
FO/2, FO/4 6 10.1.1.0/28 10.1.1.3 -
FO0/21-22 1 - - -
F0/23-24 2 - - -
HQ _Core3 L3 SwW SViI - 10.1.11.0/24 10.1.11.200 11
SVI - 10.1.12.0/24 10.1.12.200 12
SVI - 10.1.13.0/24 10.1.13.300 13
SVI - 10.1.14.0/24 10.1.14.400 14
FO/1-2. FO/4- ) ) B} -
HQ _DSW1 L2 SW FO/251-22 3 . - -
F0/23-24 4 - - -




HQ
M2t 2| Interface cg?:d‘:' HESL3 IP Address VLAN H|
FO/1-2 i i i i
FO/4-5
HQ_DSW2 L2 SW FO/21-22 3 - - -
F0/23-24 2 - - -
FO/1-2- - - - -
HQ_ASW1 L2 SW
FO/10 User 1
HQ_ASW2 L2 SW FO/1-2- - - - -
FO/10 User 2
HQ_ASW3 L2 SW FO/1-2- - - - -
FO/10 User 3
HQ_ASW4 L2 SW FO/1-2- - - - -
FO/10 User 4
User 1 PC - - 10.1.11.0/24 10.1.11.1 11 G.w 10.1.11.254
User 2 PC - - 10.1.12.0/24 10.1.12.1 12 G.W 10.1.12.254
User 3 PC - - 10.1.13.0/24 10.1.13.1 13 G.w 10.1.13.254
User 4 PC - - 10.1.14.0/24 10.1.14.1 14 G.W 10.1.14.254
10.1.11.0/24 10.1.11.254 11
Virtual Router | HSRP - 10113024 10113234 13 Core 2-3
10.1.14.0/24 10.1.14.254 14




Branch

Channel

AFM|I2ZH ZHH| Interface Group HEL|A IP Address VLAN H|22
FO/1 - 121.160.1.20/30 121.160.1.22 - a2
B_Router Router
FO/0 - 20.1.1.0/28 20.1.1.1 -
FO/10 - - - -
B_Core L2 SW FO/11-12 12 - - -
FO/15-16 23 - - -
FO/1 - - - - User1
B_ASW1 L2 SW FO/11-12 12 - -
FO/13-14 13 - -
FO/2 - - - -
B_ASW2 L2 SW FO/13-14 13 - -
FO/15-16 23 - -
User 1 PC - - 20.1.11.0/24 20.1.11.1 11 G.W 20.1.11.254
User 2 PC - - 20.1.12.0/24 20.1.12.1 12 G.W 20.1.12.254
User 3 PC - - 20.1.13.0/24 20.1.13.1 13 G.W 20.1.13.254
User 4 PC - - 20.1.14.0/24 20.1.14.1 14 G.W 20.1.14.254




IDC

Internet Data Center

Channel

AFM|TZE Interface Group

HEL3A IP Address VLAN H| 2

121.160.1.36/30 121.160.1.37 - >=
FO/1 -
150.16.1.0/24 150.16.1.3 - Tunnel 123
F0/0.11 - 30.1.11.0/24 30.1.11.254 - VLAN 11 G.W
IDC_Router Router
F0/0.12 - 30.1.12.0/24 30.1.12.254 - VLAN 12 G.W
F0/0.13 - 30.1.13.0/24 30.1.13.254 - VLAN 13 G.W
F0/0.14 - 30.1.14.0/24 30.1.14.254 - VLAN 14 G.W
FO/20 - - - -
IDC_Core L2 SW FO/11-12 12 - - -
FO/15-16 23 - - -
FO/1 - - - - User 1
IDC_ASW1 L2 SW FO/11-12 12
FO/13-14 13
FO/2 - - - - User 4
IDC_ASW2 L2 SW FO/13-14 13
FO/15-16 23




IDC

Internet Data Center

Channel

Interface Group

Nt =r ] HESA IP Address VLAN H| 2

User 1 PC 30.1.11.0/24 30.1.11.1 11 G.W 30.1.11.254
User 2 PC 30.1.12.0/24 30.1.12.1 12 G.W 30.1.12.254
User 3 PC 30.1.13.0/24 30.1.13.1 13 G.W 30.1.13.254
User 4 PC 30.1.14.0/24 10.1.14.1 14 G.W 30.1.14.254
NTP Server Lo O 200.200.3.0./24 200.200.3.1
Router
DHCP Server FO/1 30.1.100.0/24 30.1.100.1 100 G.W 30.1.100.254
SYSLOG
Server FO/2 30.1.14.0/24 30.1.14.101 14 G.W 30.1.14.254
TACACS VMware
+
Server FO/2 30.1.14.0/24 30.1.14.101 14 G.W 30.1.14.254




HQ_ Router

Current configuration : 2465 bytes

|

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

Hostname HQ_Router
!
boot-start-marker

boot-end-marker
|

enable secret 5 $1$SKUX$IRELyxXRdxFkkQgqGY6)p/
|

clock timezone KOREA 9
no aaa new-model

ip subnet-zero

ip cef

|

!
no ip domain lookup
|

ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
|

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0

crypto ipsec transform-set CISCO esp-3des esp-md5-hmac
|

'crypto ipsec profile DMVPN

set transform-set CISCO

!

!

crypto dynamic-map easyVPN 10
set transform-set CISCO
reverse-route

|

]

crypto map EZVPN 10 ipsec-isakmp dynamic easyVPN
!

!
!
interface Tunnell23
ip address 150.16.1.1 255.255.255.0
no ip redirects
no ip next-hop-self eigrp 100
ip nhrp authentication cisco
ip nhrp map multicast dynamic
ip nhrp network-id 123
no ip split-horizon eigrp 100
tunnel source FastEthernet0/1
tunnel mode gre multipoint
tunnel key 123
tunnel protection ipsec profile DMVPN
|

interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0
ip nat inside

duplex auto

speed auto



HQ_ Router

interface FastEthernet0/1

ip address 121.160.1.17 255.255.255.252
ip access-group IN_Traffic in

ip nat outside

ip inspect CISCO out

duplex auto

speed auto

|

router eigrp 100

redistribute static

redistribute ospf 1 metric 1544 2000 255 1 1500
network 10.1.1.0 0.0.0.255

network 150.16.1.1 0.0.0.0

no auto-summary

|

router eigrp 10

auto-summary

|

router ospf 1

router-id 13.1.1.1
log-adjacency-changes

network 121.160.1.17 0.0.0.0 area 0
|

ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server

no ip http secure-server

ip classless

|

ip access-list extended IN_Traffic
permit eigrp any any

permit ospf any any

permit gre any any

permit esp any any

permit udp any any eq isakmp

permit udp any eq ntp any eq ntp
permit udp any eq syslog any eq syslog
permit tcp any eq telnet any eq telnet
permit tcp any eq tacacs any eq tacacs
deny ip any any

logging facility locall

logging source-interface Tunnell23
logging 30.1.14.101

access-list 10 permit 10.1.0.0 0.0.255.255

line con O
exec-timeout 0 0
logging synchronous
line aux 0

line vty 0 4

password ciscovty
login

|

ntp clock-period 17179599
ntp server 30.1.100.1
|

end



HQ_CORE2

Current configuration : 3789 bytes
|

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname HQ_CORE?2

!

enable secret 5 $1$CwCj$kfhszneS6WdKJwMnBfY/v1
|

no aaa new-model
clock timezone KOREA 9
ip subnet-zero

ip routing

no ip domain-lookup

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending
!

!

interface Tunnell123

no ip address
!

interface Port-channell

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface Port-channel4

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/1

no switchport

ip address 10.1.1.2 255.255.255.0
channel-protocol lacp

|

interface FastEthernet0/21

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active

|

interface FastEthernet0/22

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active

|

interface FastEthernet0/23

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 4 mode active

|



HQ_CORE2

interface FastEthernet0/24

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 4 mode active

|

i.nterface Vlanl
ip address 192.168.1.2 255.255.255.0
|

interface Vlanll

ip address 10.1.11.100 255.255.255.0
ip helper-address 30.1.100.1

standby 1 ip 10.1.11.254

standby 1 priority 120

standby 1 preempt

|

interface Vlanl2

ip address 10.1.12.100 255.255.255.0
ip helper-address 30.1.100.1

standby 2 ip 10.1.12.254

standby 2 priority 120

standby 2 preempt

|

interface Vlanl3

ip address 10.1.13.100 255.255.255.0
ip helper-address 30.1.100.1

standby 3 ip 10.1.13.254

standby 3 preempt

|

i.nterface Vlanl4
ip address 10.1.14.100 255.255.255.0
ip helper-address 30.1.100.1

standby 4 ip 10.1.14.254
standby 4 preempt
|

router eigrp 100

network 10.1.0.0 0.0.255.255
network 192.168.1.0

no auto-summary

|

ip classless

ip http server

ip http secure-server

|

iogging facility local2

logging source-interface Tunnell23
logging 30.1.14.101

|

.control-plane

!

!

line con O
exec-timeout 0 0
logging synchronous
line vty 0 4

password ciscovty
login

line vty 5 15

no login

!

ntp clock-period 17180155
ntp server 30.1.100.1
end



Current configuration : 5948 bytes
|

i Last configuration change at 12:58:19 KOREA Thu Apr 7 2016
I NVRAM config last updated at 13:11:47 KOREA Thu Apr 7 2016

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

Hostname HQ_ASW1
|

énable secret 5 $1$Ka.c$OHiOpfYyK5Pa/iQj3DyRB1
!

no aaa new-model

clock timezone KOREA 9

ip subnet-zero

no ip domain-lookup

|

|

|

crypto pki trustpoint TP-self-sighed-3978664192
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3978664192
revocation-check none
rsakeypair TP-self-signed-3978664192

|

spanning-tree mode rapid-pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending

interface Tunnell123

no ip address

!

interface FastEthernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk

|

i.nterface FastEthernet0/2

switchport trunk encapsulation dotlq
switchport mode trunk

!

interface FastEthernet0/10

switchport access vlan 11

switchport mode access
spanning-tree portfast

|

interface Vlanl

ip address 192.168.1.6 255.255.255.0
|

ip default-gateway 192.168.1.2
ip classless

ip http server

ip http secure-server

|

!
logging facility local4

logging source-interface Tunnell23
logging 30.1.14.101
|

control-plane
|



02 Configuration HQ

line con 0

exec-timeout 0 0
logging synchronous
line vty 0 4

password ciscovty
login

line vty 5 15

password ciscovty
login

|

ntp clock-period 17180198
ntp server 30.1.100.1
ntp server 168.126.63.1
end



Current configuration : 5948 bytes
|

i Last configuration change at 12:58:19 KOREA Thu Apr 7 2016
I NVRAM config last updated at 13:11:47 KOREA Thu Apr 7 2016

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

Hostname HQ_ASW1
|

énable secret 5 $1$Ka.c$OHiOpfYyK5Pa/iQj3DyRB1
!

no aaa new-model

clock timezone KOREA 9

ip subnet-zero

no ip domain-lookup

|

|

|

crypto pki trustpoint TP-self-sighed-3978664192
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3978664192
revocation-check none
rsakeypair TP-self-signed-3978664192

|

spanning-tree mode rapid-pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending

interface Tunnell123

no ip address

!

interface FastEthernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/2

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/10

switchport access vlan 11

switchport mode access
spanning-tree portfast

|

]

interface Vlanl

ip address 192.168.1.6 255.255.255.0
|

ip default-gateway 192.168.1.2
ip classless

ip http server

ip http secure-server

|

[

logging facility local4

logging source-interface Tunnell23
logging 30.1.14.101

|

control-plane
|



02 Configuration HQ

line con 0

exec-timeout 0 0
logging synchronous
line vty 0 4

password ciscovty
login

line vty 5 15

password ciscovty
login

|

ntp clock-period 17180198
ntp server 30.1.100.1
ntp server 168.126.63.1
end



Current configuration : 4636 bytes
|

i Last configuration change at 04:56:36 UTC Fri Apr 8 2016 by
admin

I NVRAM config last updated at 06:59:46 UTC Thu Apr 7 2016
!

version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname B_Router
|

boot-start-marker
boot-end-marker

|

enable secret 5 $1$aPYr$3hctZzRRRiirQ9dsRrKF7/

|

no network-clock-participate slot 1

no network-clock-participate wic 0

aaa new-model

|

!

aaa authentication login EZVPN_Client local

aaa authentication login VTY group tacacs+ local

aaa authentication login CON local

aaa authorization exec default group tacacs+ local

aaa authorization commands 1 default group tacacs+ if-
authenticated

aaa authorization commands 15 default group tacacs+ if-
authenticated

aaa authorization network EZVPN_Group local

aaa accounting exec default start-stop group tacacs+

aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+

aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
aaa session-id common

ip subnet-zero

ip cef

|

!
no ip domain lookup
|

ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
|

i
!
!
username admin privilege 15 password O cisco
!
!
!
crypto isakmp policy 10
encr 3des
hash md5
authentication pre-share
group 2
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
|

crypto isakmp client configuration group EZ_Group
key ciscol234

pool EZ_POOL

acl 113

|



crypto ipsec transform-set CISCO esp-3des esp-md5-hmac
|

'crypto ipsec profile DMVPN

set transform-set CISCO

!

!

crypto dynamic-map EasyVPN 10

set transform-set CISCO

reverse-route

|

1

crypto map IPSEC client authentication list EZVPN_Client
crypto map IPSEC isakmp authorization list EZVPN_Group
crypto map IPSEC client configuration address respond
crypto map IPSEC 30 ipsec-isakmp dynamic EasyVPN

|

|

|

!

interface LoopbackO

no ip address

|

interface Tunnell23

ip address 150.16.1.2 255.255.255.0
no ip redirects

ip nhrp authentication cisco

ip nhrp map multicast 121.160.1.17
ip nhrp map 150.16.1.1 121.160.1.17
ip nhrp network-id 123

ip nhrp nhs 150.16.1.1

tunnel source FastEthernet0/1
tunnel mode gre multipoint

tunnel key 123
tunnel protection ipsec profile DMVPN
|

i.nterface FastEthernet0/0.1
encapsulation dot1lQ 1 native

ip address 192.168.2.254 255.255.255.0
|

interface FastEthernet0/0.11
encapsulation dot1lQ 11

ip address 20.1.11.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

interface FastEthernet0/0.12
encapsulation dot1Q 12

ip address 20.1.12.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

interface FastEthernet0/0.13
encapsulation dot1Q 13

ip address 20.1.13.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

interface FastEthernet0/0.14
encapsulation dot1lQ 14

ip address 20.1.14.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

|



interface FastEthernet0/1

ip address 121.160.1.22 255.255.255.252
ip access-group IN_Traffic in

ip nat outside

ip inspect CISCO out

duplex auto

speed auto

crypto map IPSEC

|

.router eigrp 100

network 20.1.11.0 0.0.0.255
network 20.1.12.0 0.0.0.255
network 20.1.13.0 0.0.0.255
network 20.1.14.0 0.0.0.255
network 150.16.1.2 0.0.0.0

no auto-summary

|

router ospf 1

router-id 14.1.1.1

log-adjacency-changes

network 121.160.1.22 0.0.0.0 area 0

|

ip local pool EZ POOL 20.1.11.100 20.1.11.200
ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server

no ip http secure-server

ip classless

|

ip access-list extended IN_Traffic
permit eigrp any any

permit ospf any any

permit gre any any

permit tcp any eq tacacs any eq tacacs
permit udp any any eq isakmp

permit udp any eq ntp any eq ntp
permit esp any any

permit udp any eq syslog any eq syslog
permit tcp any eq telnet any eq telnet
deny ip any any

logging facility locall

logging source-interface Tunnell23
logging 30.1.14.101

access-list 10 permit 20.1.11.0 0.0.0.2
access-list 10 permit 20.1.12.0 0.0.0.2
access-list 10 permit 20.1.13.0 0.0.0.255
access-list 10 permit 20.1.14.0 0.0.0.2
access-list 113 permit ip 20.1.11.0 0.0.

|

tacacs-server host 30.1.14.101 key ciscol1234
tacacs-server directed-request

|

line con O

exec-timeout 0 0

logging synchronous

login authentication CON

line aux 0

line vty 0 4

password ciscovty

login authentication VTY

|

ntp clock-period 17207713

ntp server 30.1.100.1

|

énd



Current configuration : 2915 bytes
|

version 12.2
no service pad

service timestamps debug datetime msec

service timestamps log datetime msec
no service password-encryption
|

hostname B_DSW
|

énable secret 5 $1$yo0i]$p84maxg2ijAikE.n4zj660
|

no aaa new-model
ip subnet-zero
no ip domain-lookup

spanning-tree mode pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending
!

!

interface Tunnell123

no ip address

|

fnterface Port-channell
switchport trunk encapsulation dotlq
switchport mode trunk

interface Port-channel2

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/10

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/19

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 2 mode active

|

interface FastEthernet0/20

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 2 mode active

|

interface FastEthernet0/21

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active

|

interface FastEthernet0/22

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active



02 Configuration_Branch

!

interface FastEthernet0/22

switchport trunk encapsulation dotlq
switchport mode trunk

channel-protocol lacp
channel-group 1 mode active
|

interface Vlanl
ip address 192.168.2.3 255.255.255.0
|

ip classless

ip http server

ip http secure-server
|

!
logging facility local2

logging source-interface Tunnell23
logging 30.1.14.101
|

control-plane

|

!

line con 0
exec-timeout 0 0
logging synchronous
line vty 0 4
password ciscovty
login

line vty 5 15

login

|

énd



Current configuration : 4721 bytes

|

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname B_ASW1
|

énable secret 5 $1$ir5m$8VTdAEbTYc9rpQG6teQAeY1
|

ﬁo aaa new-model

ip subnet-zero

no ip domain-lookup

!

!

!

crypto pki trustpoint TP-self-signed-1178567424
enrollment selfsigned

subject-name cn=I10S-Self-Signed-Certificate-1178567424
revocation-check none

rsakeypair TP-self-signed-1178567424

!

.crypto pki certificate chain TP-self-signed-1178567424
certificate self-signed 01

!

spanning-tree mode pvst

spanning-tree extend system-id

spanning-tree vlan 11-12 priority 24576

|

vlan internal allocation policy ascending
|

interface Tunnell123

no ip address

!

interface Port-channell

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface Port-channel3

switchport trunk encapsulation dotlq
switchport mode trunk

|

interface FastEthernet0/1

switchport access vlan 11

switchport mode access
spanning-tree portfast

|

interface FastEthernet0/2

switchport access vlan 12

switchport mode access
spanning-tree portfast

|

interface FastEthernet0/21

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active

|

interface FastEthernet0/22

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 1 mode active
|



02 Configuration_Branch

interface FastEthernet0/23

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 3 mode active

|

interface FastEthernet0/24

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 3 mode active

|

i-nterface GigabitEthernet0/1
switchport mode dynamic desirable
|

interface GigabitEthernet0/2
switchport mode dynamic desirable
|

i'nterface Vlanl
ip address 192.168.2.1 255.255.255.0
|

ip classless

ip http server

ip http secure-server
|

!

logging source-interface Tunnell23
logging 30.1.14.101

|

control-plane
|

line con O

exec-timeout 0 0
logging synchronous
line vty 0 4

password ciscovty

login

line vty 5 15

login

[

ntp clock-period 17179650
ntp server 30.1.100.1
ntp server 192.168.2.254
ntp server 168.126.63.1
end



IDC_Router

Current configuration : 3766 bytes
|

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname IDC_Router
|

boot-start-marker
boot-end-marker

|

énable secret 5 $1$WuUH$0sQ8ZjVTZOvea6CGdwuxO.
|

clock timezone KOREA 9

no network-clock-participate slot 1

no network-clock-participate wic 0

aaa new-model

|

!

aaa authentication login VTY group tacacs+ local

aaa authentication login CON local

aaa authorization exec default group tacacs+ local

aaa authorization commands 1 default group tacacs+ if-
authenticated

aaa authorization commands 15 default group tacacs+ if-
authenticated

aaa accounting exec default start-stop group tacacs+

aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+

aaa session-id common

ip subnet-zero

ip cef

!

no ip domain lookup
|

ip inspect name CISCO tcp
ip inspect name CISCO udp
ip inspect name CISCO icmp
ip audit po max-events 100
|

t'Jsername test password 0 test

!

!

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
!

!
crypto ipsec transform-set CISCO esp-3des esp-md5-hmac
|

crypto ipsec profile DMVPN

set transform-set CISCO

|

!

interface Tunnell23

ip address 150.16.1.3 255.255.255.0
no ip redirects

ip nhrp authentication cisco

ip nhrp map 150.16.1.1 121.160.1.17
ip nhrp map multicast 121.160.1.17
ip nhrp network-id 123



IDC_Router

ip nhrp nhs 150.16.1.1

tunnel source FastEthernet0/1

tunnel mode gre multipoint

tunnel key 123

tunnel protection ipsec profile DMVPN
|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip address 192.168.3.254 255.255.255.0
ip nat inside

|

interface FastEthernet0/0.11
encapsulation dotlQ 11

ip address 30.1.11.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

interface FastEthernet0/0.12
encapsulation dot1lQ 12

ip address 30.1.12.254 255.255.255.0
ip nat inside

|

interface FastEthernet0/0.13
encapsulation dot1Q 13

ip address 30.1.13.254 255.255.255.0
ip nat inside

|

interface FastEthernet0/0.14
encapsulation dot1lQ 14

ip address 30.1.14.254 255.255.255.0
ip helper-address 30.1.100.1

ip nat inside

|

interface FastEthernet0/0.100
encapsulation dot1Q 100

ip address 30.1.100.254 255.255.255.0
ip nat inside

|

interface FastEthernet0/1

ip address 121.160.1.37 255.255.255.252
ip access-group IN_Traffic in

ip nat outside

ip inspect CISCO out

duplex auto

speed auto

|

router eigrp 100
network 30.1.0.0 0.0.255.
network 150.16.1.3 0.0.0.
no auto-summary

|

router ospf 1

router-id 13.3.3.3
log-adjacency-changes
network 121.160.1.37 0.0.0.0 area 0

|

ip nat inside source list 10 interface FastEthernet0/1 overload
ip http server

no ip http secure-server

ip classless

255
0



02 Configuration IDC

IDC_Router

ip route 200.200.3.0 255.255.255.0 FastEthernet0/0.1
!

ip access-list extended IN_Traffic

permit eigrp any any

permit ospf any any

permit gre any any

permit udp any any eq isakmp

permit esp any any

permit tcp any eq tacacs any eq tacacs
permit udp any eq ntp any eq ntp
permit udp any eq syslog any eq syslog
permit tcp any eq telnet any eq telnet
deny ip any any

logging facility locall

logging source-interface FastEthernet0/0
logging 30.1.14.101

access-list 10 permit 30.1.0.0 0.0.255.255
|

tacacs-server host 30.1.14.101 key ciscol234
tacacs-server directed-request
|

line con 0

exec-timeout 0 0

logging synchronous

login authentication CON

line aux 0

line vty 0 4

password ciscovty

logging synchronous

login authentication VTY

|

énd



IDC_DSW

Current configuration : 4779 bytes
|

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

Hostname IDC_DSW1
|

boot-sta rt-marker
boot-end-marker
|

énable secret 5 $1$3rL9$f18vGuLClhQ7aGvho0XeK/
|

username test password O test

aaa new-model

|

!

aaa authentication login VTY group tacacs+ local

aaa authentication login CON local

aaa authorization exec default group tacacs+ local

aaa authorization commands 1 default group tacacs+ if-
authenticated

aaa authorization commands 15 default group tacacs+ if-
authenticated

aaa accounting exec default start-stop group tacacs+

aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+

|

|

|

aaa session-id common
clock timezone KOREA 9
system mtu routing 1500
ip subnet-zero

no ip domain-lookup

|

|

|

!

crypto pki trustpoint TP-self-signed-3124101760
enrollment selfsigned
subject-name cn=I10S-Self-Signed-Certificate-3124101760
revocation-check none
rsakeypair TP-self-signed-3124101760

|

!

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id
|

vlan internal allocation policy ascending
|

!

interface Port-channell2

switchport trunk encapsulation dotlq
switchport mode trunk

|

i.nterface Port-channel23

switchport trunk encapsulation dotlq
switchport mode trunk

!

|

I



IDC_DSW

interface FastEthernet0/11

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 12 mode active

|

interface FastEthernet0/12

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 12 mode active

|

interface FastEthernet0/15

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 23 mode active

|

interface FastEthernet0/16

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 23 mode active

|

interface FastEthernet0/20

switchport trunk encapsulation dotlq
switchport mode trunk

spanning-tree portfast

|

i.nterface Vlanl
ip address 192.168.3.1 255.255.255.0
!

ip default-gateway 192.168.3.254
ip classless

ip http server

ip http secure-server

|

logging facility local2

logging source-interface FastEthernet0/16
logging 30.1.14.101

tacacs-server host 30.1.14.101 key ciscol1234
tacacs-server directed-request

|

control-plane

|

!

line con O

exec-timeout 0 0
logging synchronous
login authentication CON
line vty 0 4

password ciscovty

login authentication VTY
line vty 5 15

password ciscovty

|

ntp clock-period 36028159
ntp server 30.1.100.1

ntp server 168.126.63.1
end



IDC_ASW1

Current configuration : 5495 bytes crypto pki trustpoint TP-self-signed-3169475328

! enrollment selfsigned

version 12.2 subject-name cn=I10S-Self-Signed-Certificate-3169475328
no service pad revocation-check none

service timestamps debug datetime msec rsakeypair TP-self-signed-3169475328

service timestamps log datetime msec !

no service password-encryption spanning-tree mode rapid-pvst

! spanning-tree extend system-id

hostname IDC_ASW1 spanning-tree vlan 11-12 priority 4096

|

! spanning-tree vlan 13-14 priority 8192
enable secret 5 $1$tsug$zLBG)Jq3MKg5F220thHtRbO !

! vlan internal allocation policy ascending
username test password 0 test

aaa new-model

|

]

aaa authentication login VTY group tacacs+ local

|
|
|
|
!
aaa authentication login CON local !

aaa authorization exec default group tacacs+ local interface Port-channell2

aaa authorization commands 1 default group tacacs+ if- switchport trunk encapsulation dotlq
authenticated switchport mode trunk

aaa authorization commands 15 default group tacacs+ if- !

authenticated interface Port-channell3

aaa accounting exec default start-stop group tacacs+ switchport trunk encapsulation dotlq
aaa accounting commands 1 default start-stop group tacacs+ switchport mode trunk

aaa accounting commands 15 default start-stop group tacacs+ !

aaa accounting connection default start-stop group tacacs+ interface FastEthernet0/1

aaa accounting system default start-stop group tacacs+ switchport access vlan 11

! switchport mode access
! spanning-tree portfast
aaa session-id common !

clock timezone KOREA 9 !

ip subnet-zero !

no ip domain-lookup



IDC_ASW1

interface FastEthernet0/11 logging facility local3

switchport trunk encapsulation dotlq logging source-interface FastEthernet0/13
switchport mode trunk logging 30.1.14.101

channel-protocol lacp tacacs-server host 30.1.14.101 key ciscol234

channel-group 12 mode active tacacs-server directed-request
|

interface FastEthernet0/12

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 12 mode active

|

interface FastEthernet0/13

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 13 mode active

|

interface FastEthernet0/14

switchport trunk encapsulation dotlq
switchport mode trunk
channel-protocol lacp

channel-group 13 mode active

|

fnterface Vlanl
ip address 192.168.3.2 255.255.255.0
|

ip default-gateway 192.168.3.254
ip classless

ip http server

ip http secure-server

|

control-plane

|

!

line con O

exec-timeout 0 0
logging synchronous
login authentication CON
line vty 0 4

password ciscovty

login authentication VTY
line vty 5 15

password ciscovty

|

ntp clock-period 17180239
ntp server 30.1.100.1
end
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